YK IN ORBIT: THE IMPACT ON SATELLITES
AND THE GLOBAL POSITIONING SYSTEM

JOINT HEARING

BEFORE THE

COMMITTEE ON SCIENCE
SUBCOMMITTEE ON TECHNOLOGY

AND THE

COMMITTEE ON GOVERNMENT REFORM

SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY

HOUSE OF REPRESENTATIVES

ONE HUNDRED SIXTH CONGRESS
FIRST SESSION

May 12, 1999

Committee on Science

No. 106-6
Committee on Government Reform

Serial No. 106-10

&R

Printed for the use of the Committee on Science and the Committee on
Government Reform

For sale by the U.S. Government Printing Office
Superintendent of Documents, Congressional Sales Office, ‘Washington, DC 20402
ISBN 0-16-058650-X



COMMITTEE ON SCIENCE
MEMBERSHIP-—106TH CONGRESS

(25 REPUBLICANS; 22 DEMOCRATS)

HoN F. JAMES SENSENBRENNER, JR., (R—Wisconsin), Chairman
Republican Members (25) Democratic Members (22)
SHERWOOD L. BOEHLERT, New York GEORGE E. BROWN, JR., California, RMM

LAMAR SMITH, Texas

CONSTANCE A. MORELLA, Maryland

CURT WELDON, Pennsylvania

DANA ROHRABACHER, California

JOE BARTON, Texas

KEN CALVERT, California

NICK SMITH, Michigan

ROSCOE G. BARTLETT, Maryland

VERNON J. EHLERS, Michigan

DAVE WELDON, Florida

GIL GUTKNECHT, Minnesota

THOMAS W. EWING, Illinois

CHRIS CANNON, Utah

KEVIN BRADY, Texas

MERRILL COOK, Utah

GEORGE R. NETHERCUTT, JRr.,
Washington,

FRANK D. LUCAS, Oklahoma

MARK GREEN, Wisconsin

STEVEN T. KUYKENDALL, California

GARY G. MILLER, California

JUDY BIGGERT, Illinois

MARSHALL “MARK” SANFORD, South
Carolina

JACK METCALF, Washington

RALPH M. HALL, Texas

BART GORDON, Tennessee

JERRY F. COSTELLO, Illincis
JAMES A. BARCIA, Michigan
EDDIE BERNICE JOHNSON, Texas
LYNN C. WOOLSEY, California
LYNN N. RIVERS, Michigan

ZOE LOFGREN, California
MICHAEL F. DOYLE, Pennsylvania
SHEILA JACKSON LEE, Texas
DEBBIE STABENOW, Michigan
BOB ETHERIDGE, North Carolina
NICK LAMPSON, Texas

JOHN B. LARSON, Connecticut
MARK UDALL, Colorado

DAVID WU, Oregon

ANTHONY D. WEINER, New York
MICHAEL E. CAPUANO, Massachusetts
VACANCY

VACANCY

VACANCY

(1r)



CONTENTS

May 12, 1999

Opening Statement by Representative Doug Ose, Member, Subcommittee on
Government Management, Information, and Technology, U.S. House of Rep-
resentatives .........

Opening Statement by Representative Stephen Horn, Chamnan, Sub-
committee on Government Management, Information, and Technology, U.S.
House of Representatives

Opening Statement by Representative Gil Gutknecht, Member, Subcommittee
on Technology, U.S. House of Representatives

Opening Statement by Representative Dana Rohrabacher, Chalrman, Sub-
committee on Space, U.S. House of Representatives

Opening Statement by Representative Jim Turner, Ranking Member, Sub-
committee on Government Management, Information, and Technology,
House of Representatives

Opening Statement by Representative James A. Barcia, Ranking Member,
Subcommittee on Technology, U.S. House of Representatives ............ccceueeunneen

Opening Statement by Representative Debbie Stabenow, Member, Sub-
committee on Technology, U.S. House of Representatives ..............ccececcesneencne

Opening Statement by Representative Constance A. Morella, Chairwoman,
Subcommittee on Technology, U.S. House of Representatives ........cccocceecveenenn.

Witnesses

Mr. Lee B. Holcomb, Chief Informatlon Officer, National Aeronautics and
Space Adxmmstratlon, Washington, D
Oral Testimony
Prepared Testimony
Biography ......
Dr. Marvin Langston, Deputy Chief Information Officer, Department of De-
fense, Washington, DC:
Oral Testimony
Prepared Testimony
Biography
Mr. Neil Helm Deputy Director, Institute for Apphed Space Research, The
George Wash.mgton University, Washington, DC:
Oral Testimony
Prepared TeStiMOny ...t
Biography ........
Financial Disclosure
Mr. Keith Rhodes, Technical Director for Computers and Telecommunications,
U.S. General Accounting Office, Washington, DC:
Oral Testimony
Prepared Testimony .......
Biography

Appendix

International Technology Research Institute World Technology (WTEC) Divi-
sion, WTEC Panel Report on Global Satellite Communications Technelogy
and Systems, December 1998

(1)

Page

53

87






JOINT HEARING ON Y2K IN ORBIT: THE IM-
PACT ON SATELLITES AND THE GLOBAL
POSITIONING SYSTEM

WEDNESDAY, MAY 12, 1999

HOUSE OF REPRESENTATIVES, SUBCOMMITTEE ON TECH-
NOLOGY, COMMITTEE ON SCIENCE, AND SUBCOMMITTEE
ON GOVERNMENT MANAGEMENT, INFORMATION, AND
TECHNOLOGY SUBCOMMITTEE, COMMITTEE ON GOVERN-
MENT REFORM, WASHINGTON, DC.

The Subcommittees met, pursuant to notice, at 10:08 a.m., in
Room 2318, Rayburn House Office Building, Hon. Constance
M(ci)lrella [Chairwoman of the Subcommittee on Technology] pre-
siding.

Mr. OsE [presiding]. The hearing will come to order.

Good morning, everyone. We are going to commence here with
the hearing. It is scheduled for 10:00 today.

I would like to enter into the record Chairman Horn’s statement.

[The statement of Mr. Horn follows:]

o))
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“Y2K in Orbit: The Impact on Satellites and the Global Pesitioning System”

Opening Statement of Chairman Stephen Horn

Subcommittee on Government Management, Information and Technology

May 12,1998

Thank you Madam Chairman.

Throughout history, sailors used the stars to set their course. For nearly two decades,
however, the Global Positioning System, with its constellation of 27 satellites orbiting the Earth
has been a network of “man-made stars,” guiding weapons systems to their targets and fishermen

to their catch.

I look forward today to examining the Year 2000 preparedness of the Global Positioning
System as well as other satellite systems used for weather prediction and transportation.

Only 233 days remain in 1999, and we need to know whether these systems are

vuinerable to the unstoppable date change.

1 welcome our witnesses and look forward to their testimony.



Mr. Ose. Mr. Gutknecht, do you have a statement you would
care to offer?

Mr. GUTKNECHT. No, Mr. Chairman. I would just simply say that
we're delighted once again to have a distinguished group of panel-
ists here. And I might just say for their benefit, there are other
meetings going on here on Capitol Hill, and we will have more of
the membership coming in and out drifting between meetings, so
please don’t take that as any kind of a slight on behalf of the Con-
gress. We are delighted to have you here with us today, and we
look forward to your testimony.

Mr. Osk. I am pleased to welcome Mr. Rohrabacher. This, as you
know, is a joint hearing between Mr. Horn’s Subcommittee and
Mrs. Morella’s Subcommittee. Congressman Rohrabacher, if you
would care to—do you have an opening statement you would like
to offer?

Mr. ROHRABACHER. All I can say is I'm, as you know, the Chair-
man of the Space and Aeronautics Subcommittee, and I want to
learn from the experts whether we got some problems that we need
to look at or whether those problems have already been looked at
and whether we can sit back and figure out that the experts have
been doing what we’re paying them to do.

So, I'm here to hear your testimony, and I appreciate that. And
I am not an expert on this problem whatsoever, so I'm very grate-
ful that we've got this, and that is why I'm here is to learn, so
thank you very much.

Mr. Osg. Thank you, Congressman.

. Tl']le statements of Mr. Turner, Mr. Barcia, and Ms. Stabenow fol-
ow:



OPENING STATEMENT OF THE HONORABLE JIM TURNER
GMIT: “Y2K IN ORBIT”

May 12, 1999

I am pleased to be here today to discuss the Year 2000 compliance status of
the important satellite systems on which American businesses and the military
rely. Generally speaking, satellite systems maintain our global communication
and navigation systems—affecting the functional capabilities of instruments and
equipment ranging from cellular phones to weapons systems and aircraft

navigation.

One of our most important satellite systems, the Global Positioning System
(or “GPS”), is designed and operated by the Department of Defense. The military
relies on this system worldwide for navigation of its ground, sea, and air forces.
The GPS also has many civilian applications, including corporate fleet tracking,
geographic and surveying services, and atmospheric and astronomical studies. It
is used by scientific and engineering laboratories, the telecommunications
industry, and even individuals who engage in recreational activities such as

boating, flying, and hiking.

Because so many important military and civilian activities rely on the
accuracy of this system, it is crucial that the GPS not be disrupted with the date
change. The vast array of uses for the GPS grow in number every year, as does
the number of GPS receivers used commercially. These commercial receivers
may not be Y2K compliant and must be checked by each user before the end of

this year.



Additionally, while the satellites themselves are compliant, the computer
systems that run them are not. The Department of Defense is replacing several of
these operating systems for the satellites. Clearly, this is an area where we do not
have much time to replace and test the new systems; therefore, it is essential to

stay on the schedule intended for the replacement of these systems.

On August 22, 1999, it is expected that the GPS will experience problems
similar to those anticipated by the Y2K concerns of January 1, 2000. While the
August 22™ date only applies to the GPS, there is great concern for the
consequences which will result when all the internal clocks in the satellites roll

over as they do once every 1,024 weeks (or every 20 years).

In light of this quickly approaching date, I am pleased to have the
opportunity to receive the testimony of our witnesses today on this important
topic, and would like to thank Chairwoman Morella and Chairman Horn for their

leadership on the Year 2000 issue.



OPENING STATEMENT
THE HONORABLE JAMES A. BARCIA

SUBCOMMITTEE ON TECHNOLOGY
HEARING
YEAR 2000 IN ORBIT: IMPACT ON SATELLITES
AND THE GLOBAL POSITIONING SYSTEM

May 12, 1999

Good morning and I want to join my colleagues in welcoming everyone to this
morning's hearing.

Although the hearing title suggests the Y2K readiness of satellites and GPS, it
really about services that we ail rely upon every day. Satellites are an integral
element of the national and global telecommunications network - as we all found
out first-hand last year when a satellite maifunction cause people to lose pager,
beeper, and cell phone capabilities. In addition, satellites play an important role
in weather prediction and disaster mitigation. And although GPS was originally
designed to support military missions, it is now used in numerous civilian
applications and industries. Airlines use GPS to develop flight plans; carge
companies use GPS systems to track ships, trains and trucks; farmers use GPS
systems to improve the efficiency of fertilizer and herbicide applications; and GPS
receivers are even an option in the family car.

In order for these services to be available, they rely upon an integrated and
seamless network of satellites, receivers and ground-segment equipment. What
I'm most interested in learning about today is what is the overall impact if one of
the components in this "system" fails? Is adequate end-to-end testing occurring,
are contingency plans being developed and is there enough time left to ensure that
all the required steps are taken? In addition, ground-based control systems are
located around the world. It's my understanding that any Y2K patches for
foreign-based control systems are subject to export regulation overseen by the
Department of State. I hope our witnesses can address whether this review and
approval process is slowing down the abilities of US companies to fix their global
ground systems.

1 want to thank our witnesses for appearing before our two Committees and I look
forward to their statements.



SUBCOMMITTEE ON TECHNOLOGY

HEARING ON V2K IN ORBIT: THE IMPACT ON SATELLITES AND THE GLOBAL
POSITIONING SYSTEM

Opening Statement of Congresswoman Debbie Stabenow
of the 8% District, State of Michigan

May 12, 1999

1 would like to thank the leadership of all the subcommittees represented here for their
hard work on the various Y2K preparedness issues. Eight months from now we will have
answers to many of the questions we are currently addressing, and I hope our preparation proves
to be worthwhile. Today’s issue is especially intriguing because this August the Global
Positioning System (GPS) rollover will give us a glimpse of what problems we may encounter
next January. While the GPS has been deemed Y2K compliant, its support systems are another
story. This is a scenario that the federal government must be prepared for next year, as many
federal agencies that are expecting to be ready for Y2K will be dealing with state agencies and
contractors that may not be. Contingency plans must be in place to deliver services in these
cases.

T will be interested to learn today what the overall impact Y2K is expected to have on our
satellite network and if any special preparations are being undertaken for the GPS rollover.
Given that many of the problems associated with the GPS are expected to be in the private sector,
representatives from some of these companies would certainly augment the analysis of our panel
of government experts. Perhaps this will be forthcoming at a later date. I would also like to hear
if there are liability issues to be concerned about in regard to any GPS problems, Again, I thank
my colleagues for their efforts on these important topics, and I look forward to the presentations
of our witnesses.



Mr. OsE. Gentlemen, we're going to go ahead and recognize and
commence the testimony.

Today we have joining us Mr. Lee Holcomb, the Chief Informa-
tion Officer of the National Aeronautics and Space Administration
Office, and Dr. Marvin Langston, who is the Deputy Chief Informa-
tion Officer for the Department of Defense. We have Mr. Neil
Helm, who is a Member of the Communications Systems Technical
Committee of the American Institute of Aeronautics and Astronau-
tics. And we also have Mr. Keith Rhodes, who is the Technical Di-
rector for Computers and Telecommunications in the Office of the
Chief Scientists from the GAO.

Gentlemen, as we do in this committee, we swear all our wit-
nesses in. So if you would please rise, I'll give you the oath.

Do you solemnly swear that the testimony you will give before
this Subcommittee will be the truth, the whole truth, and nothing
but the truth?

Mr. HoLcoMms. I do.

Mr. LANGSTON. I do.

Mr. HELM. I do.

Mr. RHODES. I do.

Mr. OsgB. Let the record note that they all answered in the af-
firmative.

Mr. Holcomb, you may commence.

TESTIMONY OF LEE B. HOLCOMB, CHIEF INFORMATION OFFI-
CER, NATIONAL AERONAUTICS AND SPACE ADMINISTRA-
TION, WASHINGTON, DC., ACCOMPANIED BY MARVIN
LANGSTON, DEPUTY CHIEF INFORMATION OFFICE, U.S. DE-
PARTMENT OF DEFENSE, WASHINGTON, DC.; NEIL R. HELM,
MEMBER, COMMUNICATIONS SYSTEMS TECHNICAL COM-
MITTEE, AMERICAN INSTITUTE OF AERONAUTICS AND AS-
TRONAUTICS, AND DEPUTY DIRECTOR, INSTITUTE FOR AP-
PLIED SPACE RESEARCH, THE GEORGE WASHINGTON UNI-
VERSITY, WASHINGTON, DC.; AND KEITH RHODES, TECH-
NICAL DIRECTOR FOR COMPUTER AND TELECOMMUNI-
CATIONS, U.S. GENERAL ACCOUNTING OFFICE, WASH-
INGTON, DC.

TESTIMONY OF LEE B. HOLCOMB

Mr. HoLcoMB. Thank you, Mr. Chairman, and members of the
Subcommittee.

I appreciate this opportunity to discuss with you NASA’s experi-
eﬁce in addressing the Year 2000 challenge and how it affects sat-
ellites.

As the Chief Information Officer, I have overall responsibility to
ensure that NASA takes corrective actions required to meet the
Y2K challenge. This includes all work required to assure satellites
and ground systems are Y2K compliant. Y2K remains the Agency’s
number one technology priority. While Y2K has represented a sig-
nificant technical challenge, our success has resulted from the per-
sonal commitment of the Administrator and the entire NASA man-
agement team.

Before I discuss the specifics of Y2K and satellites, I'd like to
summarize NASA’s current Y2K status, as of March 30, 1999.



NASA has essentially completed Y2K repairs on mission-and non-
mission-critical systems. We have only one remaining non-mission-
critical systems. That is the SOHO Spacecraft, which was just re-
covered several months ago, and we are now implementing that,
and we’ll be finished by the end of June.

This extensive Agency-wide effort is evidenced by the following:

We have repaired, replaced, or retired 158 mission-critical sys-
tems and 350 non-mission-critical systems. We validated over 6,000
commercial off-the-shelf products, tested over 52,000 workstations
and servers.

Throughout 1999, we'll be conducting end-to-end tests to dem-
onstrate Y2K readiness, including the Space Shuttle, International
Space Station, and a dozen tests to demonstrate the readiness of
Y2K’s satellite and ground systems.

We've also prepared Y2K contingency plans for our missions, pro-
grams, and systems. These plans build on existing proven flight
rules, and operation disaster recovery, and contingency procedures.

Now to address the specific interest in satellites and how they
may be affected by Y2K.

First, satellite timers do not keep track of calendar dates. There
are no date-dependent elements on most satellite or spacecraft
hardware. Onboard satellite timers basically keep time by a
counter. It accrues since the start of an epic or a particular event—
such as a launch—and, thus, they are unaware of specific calendar
perturbations. As the satellite data is received on the ground, the
ground station puts the relationship between the onboard time and
the wall clock time. This is established in the ground system, itself.

Ground systems and commercial infrastructure are potentially
affected by Y2K. Let me just address briefly what we have done to
mitigate the Y2K risks associated with each of these elements that
are so crucial to maintaining the health and safety of NASA’s
spacecraft.

NASA established a comprehensive Y2K program in August of
1996. It was modeled after the General Accounting Office Y2K
framework of awareness, assessment, renovation, validation, and
implementation.

In the assessment phase, we inspected software code and con-
ducted testing to determinate Y2K remediation requirements. We
then renovated necessary code and/or replaced necessary COTS up-
grades. As part of our validation phase, systems have been tested
against specific Agency-wide test requirements, and they must be
formally certified by a NASA employee as being Y2K compliant.
Validated systems were then run in a parallel with operational
non-Y2K compliant systems to ensure operational functions were
not impacted by Y2K upgrades. These operations take between 1
and 3 months, oftentimes. Only after satisfactory operational and
independent tests, were the systems then transitioned to oper-
ations.

As I stated earlier, all but SOHO of our mission-critical systems
are now Y2K compliant and implemented.

The NASA satellite missions have also executed, or will execute,
end-to-end Y2K test plans that include testing or simulation of crit-
ical mission functions supported by instruments on board the
spacecraft, itself, and the grounds systems.
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As stated earlier, NASA has prepared Y2K contingency plans for
each satellite program and supporting ground infrastructure.

As an added precaution, NASA missions are implementing addi-
tional measures during important Y2K dates. Prior to the rollover,
we will back up all critical data and ensure that adequate storage
exists to save data during this period. For the most part, missions
will be put in a quiescent state just prior to the rollover date. New
orbital parameters may be uploaded just prior to the rollover date
to allow the mission to proceed with minimal ground contact dur-
ing the first few days or potentially only hours of the Year 2000.

In summary, NASA believes it has taken aggressive steps to as-
sure the safety and integrity of our spacecraft, satellites, and
ground systems. In addition, we have in place plans to address
operational anomalies that we will continue to validate and to re-
fine throughout the remainder of 1999. NASA is committed to en-
suring that our missions and programs move smoothly into the new
millennium.

And I would welcome any questions the Committee or the Chair-
man would wish to offer.

[The statement of Mr. Holcomb follows:]
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Statement of
Mr. Lee B. Holcomb
Chief Information Officer
National Aeronautics and Space Administration

Before the
Subc ittee on Technol 2y
Committee on Science
and

Subcommittee on Government Management, Information and Technology
Committee on Government Reform and Oversight
United States House of Representatives

Mr. Chairman, Madam Chairman and Members of the Subcommittees:

Thank you for this opportunity to discuss NASA’s experience in addressing the Year
2000 (Y2K) challenge and how it affects spacecraft and satellites. As Chief Information
Officer (CIO), I have overall responsibility for ensuring that NASA takes all corrective
actions required to meet the challenges imposed by the Y2K on our information
technology systems, assets, and supporting infrastructure. This includes all work
required to assure our satellites and supporting ground systems are Y2K compliant.
NASA fully appreciates the seriousness of the Y2K challenge and its potential impacts on
spacecraft flight operations, science productivity and the scientific user community, and
the public image of NASA and the Federal Government. Y2K remains the Agency’s
number one information technology priority. While Y2K has represented a significant
technical challenge, our success has resulted from the personal commitment of the NASA
Administrator and the entire management team to ensure missions and programs move
smoothly into the new millennium.

Before discussing specifics regarding Y2K and satellites, I would like to summarize
NASA’s current Y2K status. As of April 30, 1999, NASA has essentially completed all
Y2K repairs on mission-critical and nonmission-critical systems. We have one
remaining mission-critical system that will complete implementation in June (we deferred
SOHO Y2K repairs until the spacecraft was recovered) and one mission-critical system
left to retire in August 1999. We have a modest amount of work that we will complete
this summer for nonmission-critical systems, primarily in ensuring our desktop
environments are Y2K compliant.

Meeting the Governmentwide goals for Y2K work has required the most extensive “top
down” and “bottom up” review of the Agency’s information technology assets supporting
missions, systems, and common infrastructure and facilities undertaken to date. No
significant Agency asset has been untouched--we have tested and remediated (where
necessary) our ground control systems, flight hardware and software supporting human
and robotic programs, mission operations support systems, common infrastructure
systems, and institutional systems. The results of this extensive Agencywide effort is
evidenced by the following:
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® Repaired, replaced or retired 158 mission-critical systems and 350 nonmission-critical
systems, representing thousands of complex hardware and software modules and
components (including ground control systems, flight hardware and software, mission
operations support, institutional systems).

® Validated over 6000 commercial products used on the Agency’s supercomputing,
mainframe, midrange, desktop, and network assets.

® Tested over 52,000 workstations and servers.

® Tested in-flight system software and hardware for NASA’s wide range of spacecraft,
satellites, instruments, and aircraft.

® Tested NASA’s unique research and development infrastructure--hundreds of
simulators including wind tunnels, testbeds, computational facilities, and propulsion
and flight-test facilities.

While these accomplishments are significant, NASA is going beyond stated requirements
to ensure we are ready for the new millennium. Throughout 1999, we will be conducting
mission-specific end-to-end tests to demonstrate Y2K readiness. End-to-end tests will be
conducted for the Space Shuttle Program; the International Space Station; and NASA’s
command, tracking, telemetry, and data services supporting all satellites and spacecraft.
Major missions supporting the Space and Earth Science Enterprises are also conducting
end-to-end tests throughout the summer to demonstrate Y2K readiness. We have also
prepared plans that address operating contingencies for our missions, programs, and
systems to ensure we are prepared for a Y2K-related failure of internal assets or national
infrastructure. Qur plans build on existing and proven flight rules, operations, disaster
recovery, and contingency procedures.

Now, to address your specific interest in satellites and how they may be affected by Y2K.
Satellite timers do not keep track of calendar dates, so there are no date dependent
elements provided in most satellite or spacecraft hardware. - However, NASA satellites do
have many time-related functions in onboard flight software. These time related
functions are necessary for many operational activities and include ephemeris processing,
processing of stored commands, and other scheduled processes. The format of time used
by flight software is not stored or processed as a calendar date, with days or years.
Instead, onboard satellite times are kept via counters that begin to accrue time starting
with a given event or epoch and are thus unaware of calendar perturbations. As the
satellite data is received at the ground station via telemetry and processed by the ground
systems, the relation between the onboard time and the “wall-clock” time is established.

1 would like to emphasize, however, that NASA has assessed and tested or validated that
all flight software and hardware is Y2K compliant. As expected, no changes to flight
software or hardware have been required.
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T 'would like to use NASA’s Hubble Space Telescope (Flubble) as an example to highlight
actions we have taken to assure the health and safety of NASA spacecraft relative to
Y2K. As you know, Hubble was launched in April 1990, and is one of NASA’s great
observatories of astronomical observations in space. Hubble provides an excellent
illustration of how time is processed for spacecraft. All of the computers on board the
observatory depend only on the Hubble onboard clock for time information. The Hubble
onboard clock is a free running 125 millisecond counter that has been incrementing since
launch. This clock does not contain any date information but expresses time using 32
bits. Rollover to zero occurs after 17.024 years (from launch) and will occur in the year
2007. Rollovers of stored command time occur approximately every 24 days and are
routine. Embedded systems planned for installation during servicing missions are
designed to be Y2K compliant. Time correlation to calendar date for all Hubble
commands and telemetry (engineering and science data) is performed in the ground
systems. As we have validated on all NASA spacecraft, the Y2K is not an issue for the
Hubble onboard computers and embedded microprocessors.

Ground systems, the commercial utility infrastructure, the commercial
telecommunications infrastructure, and NASA’s data distribution systems on the ground
do, however, use calendar dates and are potentially affected by Y2K. Let me address
briefly how we have mitigated Y2K risks associated with each of these elements that are
5o critical to maintaining the health and safety of NASA spacecraft.

As part of NASA’s ongoing Y2K assessment, we have identified Y2K problems for
ground systems primarily in the areas of ground system operating systems, Commercial-
off-the-Shelf (COTS) components, and mission-unique custom software. Ground
systems do rely on calendar dates, for example, to include date and time labeling of
received data and to make various operational events occur at specific dates and times. If
the applications, computer operating systems, or computers do not recognize or interpret
certain dates correctly, the systems may produce erroneous data, malfunction, or simply
stop working.

NASA established a very aggressive Y2K program in August 1996. Our program is
modeled on the General Accounting Office framework for Y2K awareness, assessment,
renovation, validation, and implementation. We have established specific Agencywide
requirements and guidelines that have been consistently followed by all NASA Centers.
As part of our initial assessment, we inspected software code and/or conducted
preliminary testing for NASA systems to determine Y2K remediation requirements. We
have renovated custom-developed code and made necessary COTS upgrades or
replacements for supporting ground systems. As part of our validation phase, systems
have been tested against specific Agencywide test requirements and must be formally
certified as Y2K compliant by a NASA employee. Consistent with our rigorous systems
management practices, validated ground systems were run in parallel with operational
non-Y2K compliant systems using “current time” operational data to ensure operational
functions were not impacted by Y2K upgrades. Only after satisfactory operational and
independent test team checkout were systems transitioned to operations.
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In addition to these requirements, NASA missions have executed or will execute end-to-
end Y2K test plans that include testing or simulation of critical mission functions
supported by the instruments on board, the spacecraft itself, and the ground systems.
While the testing details vary from mission to mission, testing involves setting the clock
forward and rolling through the millennium roll-over and other key Y2K dates. For those
missions to be launched in the latter part of 2000, Y2K compliance tests will be
incorporated as a natural part of routine integration and acceptance testing. An example
of an end-to-end test recently completed was the Space Science/Deep Space Network
test. For this test, we advanced the clocks to February 25, 2000, and tested the data flows
from the Cassini spacecraft (a mission to explore Saturn) to the Deep Space Network-
Goldstone Deep Space tracking station, through the Cassini test bed, and finally to two
participating Cassini Principal Investigators. The Principal Investigators were at remote
sites in Baltimore, Maryland, and the United Kingdom. The test accomplished all of its
objectives and instilled confidence that NASA will not experience Y2K anomalies in
tracking planetary spacecraft in the year 2000 and beyond.

Let me again use the Hubble Space Telescope as an example. The Hubble ground system
actually consists of 36 mission-critical and 20 nonmission-critical computer systems,
comprised mainly of COTS computer hardware and software, some government off-the-
shelf software, and several million lines of applications software unique to Hubble. Each
of these computer systems contains an internal clock with calendar date information.
Correct time and calendar date capability is vitally important to Hubble mission-critical
operations activities such as the execution of commands by the observatory; proper and
accurate telescope pointing; communications between the observatory and the Space
Telescope Operations Control Center; and time tagging of science data.

In early 1997, Hubble initiated a comprehensive and thorough effort spanning the
operations, ground systems, and flight software to ensure operability in the year 2000 and
beyond. All systems were assessed, remediated (where required), and rigorously tested.
In addition, Hubble end-to-end tests were executed to independently verify Y2ZK
compliance for all mission-critical systems. To conduct this test, we used a facility that
replicates the Hubble electrical and electronics systems that is comprised of the actual
flight spare components used for on-orbit servicing of the observatory. All final testing
of any changes to flight hardware and software is conducted using this facility because it
is the most faithful and highest fidelity replica of Hubble flight systems. During the end-
to-end testing, all mission-critical ground system components and Y2K critical dates
were exercised using a set of observation proposals, planned observations, and stored
command loads to accurately simulate the full range of mission operations with the
observatory. Based on these successful tests, Hubble was certified Y2K compliant in
March 1999.

Another example I would like to share relates to NASA’s Tracking and Data Relay
Satellite System (TDRSS). TDRSS is a communication signal relay system that provides
tracking and data acquisition services between low earth orbiting spacecraft and
NASA/customer control center and data processing facilities. Customers which rely on
TDRSS to deliver command and telemetry data include the Hubble Space Telescope, the
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Space Shuttle, the Compton Gamma Ray Observatory, Landsat, the International Space
Station as well as other current and planned low earth orbiting satellites.

The TDRSS is comprised of a space and ground segment. The existing space segment
was developed by TRW, and consists of six on-orbit satellites located in geosynchronous
orbit. These spacecraft are vintage 1970's design that has a very primitive 8-bit
processing capability that does not maintain or use a clock on-board the spacecraft.
Instead, the ground station sends real-time commands to configure the spacecraft to
support user services and to step the antennas to track both user spacecraft and the
Ground Station at White Sands, NM.

Currently under development are three replenishment satellites that are being designed
and built by Hughes Space and Communications. These satellites are based upon their
standard HS601 series of satellites. The first of this series, TDRS-H, is presently
undergoing factory test and integration. Although the launch is planned for the fall of
1999, the satellite will not be placed into operational service until after the century
transition. Hughes has performed specific testing of the flight software on the three
replenishment satellites to ensure that no problems exist with respect to Y2K.

The TDRSS ground segment is located in New Mexico and consists of two functionally
identical ground terminals known collectively as the White Sands Complex. The
comrmunications traffic between low-earth orbiting satellites being supported by the
TDRSS --uplink and downlink -- pass through the White Sands facility. Work to
remediate TDRSS ground systems is complete and verified to be Y2K compiiant. In
summary, the entire TDRSS — existing satellites, replenishment satellites, and ground
systems - has been successfully verified to be Y2K compliant.

A technical problem similar to but not directly related to Y2K involves the US Space
Command Global Positioning System (GPS). As I am sure you are aware, GPS is based
on about two dozen satellites that orbit the Earth and send navigational signals. Two
upcoming events may affect civil GPS users and government users of commeicially
procured receivers — GPS End of Week roltover and Y2K issues. GPS End of Week
rollover happens every 20 years because GPS system time, counted in weeks, started
counting on January 6, 1980. At midnight between August 21 and 22, 1999 the GPS
week will rollover from week 1023 to 0000. This could be interpreted as an invalid date
in GPS receivers that were not designed to meet GPS specification. The Department of
Defense is the service provider for GPS and has verified that all generations of GPS
satellites and ground support systems are Y2K and End of Week rollover compliant.
NASA has assessed the impact of this known problem with GPS receivers, and has
replaced or upgraded a small number of GPS receivers where required, either for this
GPS-unique problem, or due to Y2K reasons. We do not anticipate problems with GPS
receivers on August 21, 1999 or on January 1, 2000.

NASA remains confident that the probability of a Y2K-related failure of NASA-
controlled assets and systems is very low. We are, however, reliant on national and local
infrastructure such as telecommunications and electrical power for spacecraft operations.
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All NAS A missions routinely develop contingency plans to deal with the unexpected,
including on-orbit anomalies. Each NASA Center has developed Y2K business
continuity plans for NASA operating missions and supporting infrastructure that are
based on these existing and proven plans. NASA’s critical ground systems currently
include provisions to mitigate the impact of short-term failures of the comumercial power
and telecommunications infrastructure which occur during day-to-day operations.
Independent power sources such as batteries and generators exist to support continuing
operations in the event of a commercial power failure. Diverse routing of
communications traffic within our primary commercial telecommunications service
provider and the capability to route data across other commercial telecommunications
service providers exists to support continuing operations in the event of & commercial
telecommunications failure. NASA plans have been used in actual utility outage
conditions, systems failures, and recoveries. We know these plans work and believe that
these contingencies will work during the Y2K rollover.

As an added precaution, NASA missions are implementing additional measures during
important Y2K dates. Prior to the roliover, we will backup critical data and ensure that
adequate storage exists to save data that may not be able to be processed in the event a
Y2K problem is encountered. For the most part, missions will be put in a quiescent state,
and we are evaluating strategies to minimize data gathering or scheduled operations
activities. New orbital parameters may be uploaded just prior to the rollover to allow the
mission to proceed with minimal ground contact during the first few days or hours of
2000. During the rollover weekend, we will have key operations staff at each NASA
Center to monitor and support critical operations, and resolve and report any anomaly,
Y2K or otherwise, through established operational procedures and management
processes. In addition, we will have extra staff at each NASA Center to communicate
frequent Y2K status of all NASA assets and systems to my Office at NASA
Headquarters, both affirmation of positive status and problem reporting. To ensure 2
coordinated, well-planned, and appropriate response to any Y2K anomaly, priorities for
problem resolution across missions are:

Health and safety of the spacecraft

Health and safety of the onboard instruments

Real-time mission operations (command uplink and telemetry downlink)
Non-real time mission operations including spacecraft system analysis, sequence
generation, and navigation

5. Science data capture

6. Science data product generation and archiving.

Bl Sl

The impact on NASA if there is a Y2K-related failure depends, of course, on the nature
of the failure and the duration of the failure. Many of the possible failures would be
inconvenient, but would not necessarily result in permanent loss of data. Al NASA
operating missions have standard operational procedures in place to handle ground
contingencies, and would be placed in “safehold” status until the contingency was
resolved. The likelihood of a Y2K failure causing damage to spacecraft or causing an
extended period of downtime is considered to be very remote.
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In summary, NASA believes it has taken aggressive steps to assure the safety and
integrity of our spacecraft, satellites, and supporting ground systems and infrastructure.
In addition, we have adequate plans in place to address operational anomalies due to Y2K
problems, and we will continue to validate and refine these plans throughout the
remainder of 1999. NASA is committed to ensuring that NASA’s missions and programs
move smoothly into the new millennium.

I welcome any questions you may have.
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BIOGRAPHICAL SKETCH

Lee B, Holcomb

Lee B. Holcomb has been named Chief Information Officer (CIO) at NASA
Headquarters, Washington, DC effective October 22, 1997,

The CIO reports directly to the NASA Administrator and is responsible as an
integrated Agency focus for the development of information resource management strategies,
policies, and practices. These encompass strategic planning; standards in computing,
networking, and security; establishment of system and information architectures; and
incorporation of life-cycle management concepts into information technology acquisitions and
management. In addition, the CIO serves as the NASA-designated senior official for
information resource management. Holcomb also will continue to represent NASA on the
Committee on Technology of the National Science & Technology Council.

From 1995 to 1997, Holcomb was the Director of the Aviation Systems Technology
Division; from 1991-1995, Director of the High Performance Computing & Communications
Office; and from 1984 to 1991, Director of the Information Sciences and Human Factors
Division, all in the Headquarters Office of Aeronautics. Holcomb began his NASA career in
Aeronautics at NASA Headquarters in 1975,

Significant programmatic accomplishments for which he has been directly involved
include the development and operation of the world’s first massively parallel processing
computer; the development of a real-time synthetic aperture radar processor for the Magellan
spacecrafl; the development and application of information technology tools for support of
the operational commanding of planetary spacecraft (Voyager), the Space Shuttle, and air
traffic control systems; and Internet-based sites for access to aeronautics and space data and
K-12 education products.

Prior 1o joining NASA, Holcomb served as a senjor engineer with the Jet Propulsion
Laboratory, Pasadena, CA, where he was responsible for directing Voyager spacecraft
hardware development and numerous systems analysis tasks.

Holcomb holds a B.S. from the University of Califorria at Los Angeles and an M.S,
from the California Institute of Technology.
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Mr. OsE, The Chair thanks the witness.

We have a ringing in the microphones on the testimony. Is there
any chance of getting that adjusted, please?

With the consent of the other members, perhaps all four wit-
nesses will testify and then we will take questions.

Dr. Langston.

TESTIMONY OF MARVIN LANGSTON

Mr. LangsTON. Thank you, Mr. Chairman; and we certainly
thank the Committee for your interest and your help in this crit-
ical, technical area. It has been a significant benefit to the Depart-
ment for the help you have given us.

1 would just like to state up front what Dr. Hamre, the Deputy
Secretary, has stated to the Committee several times. The Depart-
ment of Defense is fully committed to repairing these systems and
bringing them along and is fully confident that we will be com-
pletely Y2K ready to carry out all missions throughout the Y2K pe-
riod of time.

As you know, the Department has more than 2,000 mission-crit-
ical systems—over one-third of the mission-critical systems within
the Federal Government—and we have an additional 4,600 non-
mission-critical systems that we have been working o remediate
over the past several years. Of those mission-critical systems, we
are pleased to report that, as of the end of April, we have com-
pleted over 97 percent of them, and all but 8 percent of that 97 per-
gent have heen fully installed throughout the Department of De-
ense.

In addition, we have over 600 installations that we are working
to make completely Y2K compliant, and that includes the inter-
actions with the associated communities that provide critical serv-
ices to those bases and installations.

We have also, as a result of Dr. Hamre’s challenge or tasking to
the unified commanders of the operational forces and to the under
secretaries of all the functional organizations—that is personnel
and logistics and intelligence, et cetera—we have the largest fest-
ing activity ongoing in the Department that the Department has
ever engaged us in. We have over 42 what we call “operational
evaluations” being conducted through the operational forces to test
the tie-together of all these mission-critical systems and what we
call “thin line of systems” that represent mission functions. Of
those 42, 18 of the mission-critical threads have been tested. To
date, we have only discovered a few of what we call “soft failures,”
which are non-mission disabling failures such as improper informa-
tion in a window on a screen. And we have discovered a couple of
mission-critical failures where we have had messages fail to proe-
ess. Those systems have been put back inte remediation and are
going back into the testing process through those operational eval-
uations.

We are confident that, as we complete most of these operational
evaluations through the spring and early summer months that the
Department will be well on the step towards having completed all
of its Y2K remediation and mission-critical testing.

And we also have in that process tested contingency plans, or
contingency operations, for what we are doing. And in fact, to take
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contingency planning beyond the system level and into the oper-
ational, functional level, the Chairman of the Joint Chiefs is con-
ducting a series of what they call “Chairman’s Contingency Assess-
ments.” They take significant numbers of mission-eritical systems
offline; they challenge the operational commanders to conduct those
missions, such as the mobility mission for mobilizing Armed
Forces, to determine their ability to conduct those operations with-
out those systems should we, for some reason, have a failure on
those systems, To date, those contingency operations have been
very successful, and we are going through a sequence of three more
contingency assessment major exercises. These are 2-week exer-
cises that will occur throughout the next several months.

To the point, specifically on satellite systems, we have four major
groupings of satellite systems within the Department. We have
weather systems; we have communications systems; we have early
warning systems, and we have navigation systems. As you know,
the Global Positioning System is one of the critical elements of our
modern warfare and is also critical to all of our civilian users
throughout the United States and the world. This Global Posi-
tioning Satellite System has a constellation of 27 satellites oper-
ationally in orbit to date; 24 of them are required for full oper-
ations.

In the Global Positioning System, there are three major compo-
nent pieces: the control segment, a space segment, and a ground
segment. Of those segments, the control segment is fully Y2K com-
pliant as it sits. Of the space segment, the satellites, themselves,
have no Y2K dependencies and are fully Y2K compliant. We have
non-mission-critical data analysis components of the space segment
which are being repaired, will not be completed until the December
timeframe, but these—I remind you again—are non-mission-critical
data analysis pieces which have many ways to work around for the
support of the satellite systems. In addition, the ground segment
components of the Glebal Positioning System has—that deals with
all the receivers that basically provide the information as to what
the location is on the Earth. In the Department of Defense, we
have several receiver systems that were procured by our Joint Pro-
gram Office for GPS receivers. Each of those systems are fully Y2K
compliant and have been validated.

We also have several embedded global positioning satellite re-
ceivers in weapon systems such as Tomahawk or in aircraft and
other vehicles, Those systems are being tested in these operational
evaluations and remediated as a part of our mission-eritical sys-
tems and will be fully compliant by August of this year. ’

We also have a concern for the non-DOD commercial receivers
that many people are using to receive the GPS signals. We are not
in the responsible position of certifying any of the commercial re-
ceivers. We are, however, working with the Department of Trans-
portation and applying everything we know about which receiv-
ers—which manufacturers’ receivers are compliant. We support a
web page that advertises those receivers, and there are several
hundred of them that have already been validated and are up on
that website.

As 1 said, we are conducting these operational evaluations and
large end-to-end tests to test everything the DOD inventoried. That
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includes the Global Positioning System and the receivers that are
supporting them. We have completed one test that does include the
Global Positioning System as of 30 April. We had no Y2K problems
during that event. My understanding is that there is a Coast
Guard differential GPS system that was used, that they have dis-
covered a system design error in a relatively new system, which is
a non-Y2K problem, but it is an example of positive outcome that's
occurred as a result of this testing and where people are able to
go back and repair those systems.

Of the other space segments that I mentioned that are non-navi-
gational segments, we have Y2K compliance in all of our satellites,
themselves, and we have some user segment pieces that are going
through the operational process or the repair process for our mis-
sion-critical systems. Ang we will complete all of those “op evals”
in May and August of this year.

So in conclusion, the Department of Defense feels that we have
turned the corner; we are in excellent shape, with respect to mov-
ing our large number of systems through the Y2K remediation
process. We have an enormous testing process ongoing and a con-
tingency plan validation ongoing, and we feel completely confident
that we will be there to support the Nation in all national security
needs as we go into this period.

And that concludes my remarks.

{The statement of Mr. Langston follows:]
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Introduction

Thank you Mr. Chairman and bers of the C i 1 am honored to be here and
pleased to have the opportunity to discuss the status of the Department of Defense in preparing
for the Year 2000. 1 am also pleased to report that DoD will continue operations and maintain
military readiness before, during, and after January 1, 2000. Today I would like to briefly review
the overall DoD effort on the Year 2000 problem and then discuss the Global Positioning System
and other satellite systems. .

DoD’s Leadership Focus for 1999 — Ensuring Mission Capability
' In early January of this year, senior DoD leaders held a daylong meeting to review the
results of our efforts to fix systems in 1998. Another meeting was held on April 13, 1999, to
review DoD progress toward meeting the OMB deadline of March 31, 1999, for mission critical
systems. There are still important efforts necessary to achieve Year 2000 compliance for all DoD
systems. DoD management efforts in 1999, however, are shifting to end-to-end evaluations of
functional capabilities, contingency plan preparation and testing, and preparing for Year 2000
operations in the period surrounding the millennium change as shown below.

Major Dob Y2K Activities

kemediatior{

Contingenc ‘Planning | ; :

Operational Testing |

| Consequence Support Planning

Jun 98 Sep 93 Dec88 Mar99 JunB89 Sep99 Dec89 Mar00

Figure 1 — Major DioD Year 2000 Activities in 1999

Evaluation and Testing of Capabilities

DoD efforts this year are principally focused on improving confidence in the
Department’s ability to continue to execute the National Military Strategy. DoD has already
completed initial testing of most individual systems and their immediate interfaces. In 1999,
DoD will concentrate on complex, real-world end-to-end testing of DoD “business functions”
and Warfighter missions ~ the things that DoD does in carrying out the national military strategy.
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During 1999, DoD will test everything from paying service members to exercising vital
command and control capabilities from “sensor to shooter.” This will involve a “thin line
thread” of systems that operate in concert in order to perform a function. Testing in this manner
is as complex as going to war and, therefore, involves all areas of the Department of Defense:
the Services, the functional areas overseen by the Principal Staff Assistants of the Office of the
Secretary of Defense (OSD), and the Commanders in Chief (CINCs) of Unified Commands.

DoD evaluation and testing efforts are extremely complex with many events occurring
nearly simultaneously. The Services will be conducting integration testing of functional or
mission threads. Principal Staff Assistants on the OSD staff wiil organize and conduct end-to-
end evaluations of functional capabilities. Finally, the CINCs, the Warfighters, have each
selected among their own unique missions to devise real-world operational evaluations to
exercise various warfighting missions. The number of activities, finite amount of key resources
(particularly testing experts and time), and demands of real world day-to-day operations have
forced an iterative and highly centralized synchronization of the entire evaluation plan.

The number and complexity of testing and evaluation efforts is managed in
synchronization sessions co-chaired by members of OSD and the Joint Staff. The DoD Inspector
General provides oversight and another review to search for holes in the evaluation program.
Finally, the GAO and the OMB provide a review by external auditors.

The key events in the DoD evaluation plan are CINC Operational Evaluations, PSA
functional end-to-end evaluations, and Service end-to-end and integration testing.

Operational Readiness Evaluations

DoD is using the Department’s Warfighters, the CINCs, to evaluate operational readiness
to conduct operations unaffected by the Year 2000 problem. The Fiscal Year 1999 Defense
Authorization and Appropriations Acts require us to conduct at least 25 operational evaluations
with each Unified Command conducting at least 2 exercises. DoD will exceed those
requirements and, as shown in the figure below.

Figure 2 - DoD Coembatant Command Operational Evaluation Activities in 1999
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The DoD approach has been to validate the complete warfighting process, from “sensor-
to-shooter” using the significant dates specified by the GAO Testing Guide. Initial results from
the three already conducted confirm that this kind of evaluation is essential to providing the
additional assurance that systems will remain operational over the millennium date change.

In addition to the CINC Operational Evaluations, CICS is holding a series of
Contingency Assessments of DoD ability to execute warfighting operations.

Functional End-to-End Evaluations

DoD is using the Department’s Business Process Managers — the Functional Proponents —
to evaluate its ability to continue core support functions despite Year 2000. Each functional
process owner: Jogistics, finance, communications, intelligence, personnel, medical and others

will conduct end-to-end evaluations of core busi functions as shown in the figure below.

Figure 3 — DaD Functionai End-to-End Evaluations in 1999

In some functional areas, particularly logistics, the Services are conducting end-to-end
evaluations of their internal functional systems prior to a DoD-wide functional evatuation. These
tests are in addition to the CINC operational evaluations and include, in many cases,
organizations and sy outside of DoD.
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Integration Testing

Service integration testing will fix responsibility with the Department’s system owners —
the Military Departments — to ensure continued functioning of other key processes that allow for
Title 10 functions of organizing, training, and equipping forces. This testing is over and above
the five-phase OMB process each individual system must complete to be certified as Year 2000
compliant.

Service testing is critical to the ability of the CINC Service Components to carry out their
parts of the CINC warfighting plans. Service testing provides a useful foundation prior to more
complex, real-world CINC operational evaluations. The successful testing of several weapons
systems (Kiowa, Apache, Hellfire, and Multiple Launch Rocket System) at White Sands, New
Mexico, for example, provided an excellent basis for future CINC operational evaluations. The
testing conducted by the Military Departments is in addition to CINC operational evaluations
and functional proponent end-to-end testing. These tests are the third method DoD are using to
ensure departmental compliance with the evaluation requirements contained in the Fiscal Year
1999 Defense Authorization and Appropriations Acts. Those Acts require that “all mission
critical systems that are expected to be used if the Armed Forces are involved in a conflict in a
major theater of war are tested in at least two exercises.”

Finally, OSD and the Joint Staff are working together to develop a configuration
management plan to ensure DoD maintains the hard won confidence in systems that will result
from this comprehensive series of evaluations. While still under development, the underlying
tenet is a coordinated approach to configuration control involving the CINCs, PSAs, Services,
and the OSD and Joint Staff.

In summary, DoD has the largest and most comprehensive evaluation plan in the
Department’s history, and is continuing to work on refining plans to improve the overall
evaluation of core DoD functions. This plan will significantly improve the level of confidence in
DoD’s ability to carry on operations despite Year 2000. While these extensive efforts will
mitigate risk, the interconnectedness of everything guarantees that Year 2000 will have an impact
on DoD. To deal with this reality, DoD must focus on realistic contingency planning.

Contingency Planning

The Department of Defense promulgated guidance for contingency planning efforts in the
DoD Year 2000 Management Plan in December 1998. As mentioned, senior management focus
in January of 1999 was on the status of systems compliance. On March 23, 1999, the Deputy
Secretary of Defense hosted a Year 2000 Steering Committee meeting focused exclusively on the
status of contingency plans. Each major component of the Department of Defense reviewed the
status of system contingency plans in detail as well as progress towards developing operational
contingency plans, including the Services; the Principal Staff Assistants responsible for the
business functions of the department; the Unified Commands (represented by the Joint Staff);
and key defense agencies. As with all DoD Year 2000 Steering Committee meetings, Senate and
House staff, the GAO, OMB, and DODIG representatives attended and personally observed the
presentations concerning contingency planning. '
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System/Operational Contingency Planning

Contingency planning is a normal aspect of DoD operations and DoD is applying its
experience to the special case generated by the Year 2000 problem. The key elements of the
contingency planning effort involve common guidance, focusing on core missions and functions,
an adequate management oversight structure, and DolD engagement with other agencies and
activities.

Common Guidance

Using the GAO guidelines, DoD has published policy and guidance that requires every
system, mission, and function owner to develop and validate system and operational contingency
plans. The essential elements and status are contained in the figure below.

Contingency Plans:
Definition & Status

« System Contingency Plans

— Restore Disrupted Systems

- [T/CIO Centric

- Required: Date-aware Mission-critical Systems

- Complete

-~ 1,996 Plans on Hand / 2,038 Pians Required {97.9%)
» Operational Contingency Plans

~ Ensure Successful Mission Execution

- Qperator / Commander Centric

— Identify Alternative Procedures, Workarounds, Gap-fillers

~ Required As Directed by Each DoD Component

-~ USMC, DLA, and DFAS - Excellent models forDoD

Figure 4 - Contingency Plans Definitions and Status
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DoD efforts at managing the individual compoenent oomingencgf plaqnix}g activi}ies are
designed to ensure the Department as a whole can accomplish the myriad missions assigned. To
ensure that these plans are adequate, oversight responsibility for these plans is delegated to the
Joint Staff for their subordinate commands and to the Services and the PSAs for all other plans.
The overall DoD status for system contingency plans is shown in the figure below.

Figure § - DoD Mission Critical System Contingency Plans

Focus on Core Missions and Functions

Dob planning focus is on core missions and functions. The Department is using the
CINCs to manage its core warfighting missions and the PSAs and Military Departments to
manage the core support functions.

Warfighting capability is the domain of the Chairman of the Joint Chiefs of Staff’ {CICS)
and the CINCs and their Service components. The CICS and CINCs use the Universal Joint
Task List (UJTL) to hierarchically group critical activities involved in execution of CINC
Operational Plans, UJTL tasks are apportioned across the CINC:s for evaluation during
operational evaluations of “Thin-Line Threads” or core missions and functions. I systems on
the “thin line thread” have not yet completed the Year 2000 compliance process, the systemn
contingency plan is used.

Enterprise-wide support is the domain of the PSAs. Each core business function has
internally derived “mission critical” capabilitics that must be executed to accomplish the DoD
mission. Logistics, transportation, medical services, finance, procurement; supply, and other
proponents are charged with assessing vulnerabilities and interdependencies and developing
contingency plans to quickly restore services or otherwise accomplish the mission. An exampie
that shows the complexity of business function operations in an organization as complex as DoD
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surveillance and reconmaissance, weather, and navigation. DoD operates one government-wide
. space based system — the Global Positioning System (GPS).

Global Positioning System

Overview

The Global Positioning System is a satellite-based radionavigation system developed and
operated by DoD. GPS consists of a space segment (satellites), a ground control segment, and a
user equipment (receiver) segment. GPS uses 24 satellites (28 are in orbit) to continuously
broadcast coded signals that can be processed in a GPS receiver. These signals enable the
receiver to computer position, velocity, and time 24 hours a day. in all weather anywhere in the
world. Receivers must process signals from at least four satellites in order to compute a position
in three dimensions and time. The basic structure of GPS is shown in the figures below.

The Global Positioning System

GPS is a satellite-based radionavigation system
developed and operated by the DOD

GPS consists of a space segment {satellites), ground
control segment, and a user equipment (receiver)
segment

The 24 satellites (28 currently in orbit) continuously
broadcast coded signals that can be processed ina
GPS receiver, enabling the receiver to compute
position, velocity and time 24 hours a day in all
weather, anywhere in the world

A receiver must process signals from at least four
satellites in order to compute a position in three
dimensions and GPS time

.

Figure 7 - Global Positioning System Overview

Global Positioning System
Space Segment Composition

G 'S Nominai Coastellatian
24 Satellitex in G Orbital Plancs
4 Satellites in each Plane
20,200 ke Altitudes, 55 Degree

Figure 8 - GPS Space Segment Compaosition
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There are 2 major issues concerning GPS: the End-of-Week (EOW) roll over and Year
2000 compliance. The EOW problem stems from a known design decision which receiver
manufacturers are responsible for ensuring their designs can handle. The Year 2000 problem
may affect software or firmware that processes date information as shown in the figure below.

Y2K Related Dates Important to GPS

+ GPS End of Woek {EOW) Rollovar
- ing jan, 1830, G from OO 1 1023
— GPS week rolls over from week 1023 10 week 0000 at 23:58:47 UTC 2t
Aug 99 and approximately every 20 years thereafter

- GPS recuivar are for Xrig to this rellover
- N ito positions to be mé regaingin
gross position fix erors
. : vaek 1980
13y penersto dete caltuiation ST

* Yaar 2000 {Y2K) Roliover
~ Transition from Dec 3¢, 1998 1o .Jan, 1, 2000
- bocomms “007
- Coud prated as 1600 for ions or couid be invalid clate -
* Reoetvur software (and firware) ooukd miaiunction or Cause data comuption
~ Other Isap year refated transition dates are 28 o 29 Feb, 2000 and 26 Feb
10 G1 Mar, 2000

Figure 9 - GPS End of Week and Year 2000 Rollover

GPS Year 2000 Compliance Status

The Department continnes to make great progress on Year 2000 preparations to ensure
the GPS operates reliably before, during, and after the Year 2000 event. The GPS Joint Program
Office (JPO) is working the issue from three perspectives - the control segment, the space
segment, and the user segment.
GPS Control Segment

The Control Segment has been certified complete as of February 22, 1999, The Master
Control System (MCS) has been fully upgraded with Y2K compliant software/hardware and all
remote GPS sites are Y2K and EOW compliant as shown in the figure below.

Control Segment Status

= Certification complete 2/22/99, #2240

» Master Conftrol Station (MCS)
~ Y2K Software fixes developed, tested and delivered
~ COTS software componants integrated and checked out
- Impiemented in the opprational system

+ Remote Sites
~ Lagacy systemis V2K and EOW compliant
~ Ground Antennas/Manitar Station comptiant
« Daployment to a'|l sites completed

Figure 10 - Status of GPS Control Segment
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GPS Space Segment -

The mission critical GPS satellites (Block INTA/IIR) are Y2K and EOW compliant.
Some mission essential support systems that provide real-time telemetry monitoring are still in
the process of achieving Y2K compliance. The ground-based, off-line satellite data analysis
tools used for trending and anomaly resolution are behind schedule to achieve Y2K and EOW
compliance. The GPS Block II/TIA analysis tool, however, has an acceptable Y2K workaround
as shown in the figures below.

10
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GPS User Segment

The overall plan of action for achieving Y2K compliance for the GPS User Segment is to
follow the 5 phase process outlined by the DoD Y2K Management Plan as shown in the figure
below.

Figure 13 - GPS Y2K Compliance Plan of Action

The User Segment consists of two major groups. The first group is GPS receivers
procured by the JPO. This group was certified on December 11, 1998, and is Y2K compliant.
The second group consists of GPS receivers not procured by the JPO. This group includes GPS
systems in other DoD systems. Responsibility for Y2K and EOW compliance of these systems
lies with the overall system program and project managers. A small number of certain models of
GPS receiver, particularly timing receivers, are not compliant and need to be upgraded or
replaced. This effort is expected to be completed by the end of August 1999.

The JPO has made Y2K compliance information available to the general public via their
Internet web site at http://gps.laafb.af. mily2000/index.htmi. The overall status of ¥2K
compliance for the GPS user segment is shown in the figure below.

Figure 14 - GPY User Segment Status



36

Overall Evaluation/Test Plan

As required by the Strom Thurmond National Defense Authorization Act for Fiscal Year
1999 and the Fiscal Year 1999 Defense Appropriations Act, the Department of Defense is
conduction two evaluations of all systems “expected to be used if the Armed Forces were to
become involved in a conflict in a major theater of war.” The plan for evaluating GPS is shown
in the figure below.

GPS End-to-End Testing

1) US Space Command (USSPACECOM] - US Central
Command (CENTCOM) Operational Evaluation of GPS
~ Tests conducted from 23 April to 1 May using one Block WA
satellite {8V 27), one of three computers at the master control
station {CPU-C), one remote monitoring site {MS), and one
ground antenna {GA}
— Simi testing of 4 ites not possible due to fime
eperational impacts 1o global users
« Therafore, a recaiver's abifity to detenmine posttion andfor time
before, duiing, and after a date crossover cannot b observad
during the evaluation

2} Air Force Space G d Operational A 1t
— Tests will be conducted beginning in Iate May
— Tentative plan is to test a Block IR satellite

.

Figure 15 - GPS End-to-End Testing

The plan for the operational evaluation at USSPACECOM and USCENTCOM requires
. exercising a “thin line” of critical systems required to ensure GPS can operate. A graphical
depiction of the GPS thin line is shown in the figure below.

Figure 16 - GPS Operational Evaluation Thin Line

The initial official results of the first operational evaluation, conducted from April 23 10
May 1, 1999, are expected to be available in mid-May.

12
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GPS Summary

The Department of Defense is making excellent progress on all fronts related to GPS and
Year 2000 compliance. The bottom line is the GPS mission will continue through EOW and
Y2K. We do not anticipate any “show stoppers™ to occur resulting in disruption of this crucial
navigation and time-keeping capability.

Conclusion

The Department of Defense will be prepared to execute its national security
responsibilities before, on, and after January 1, 2000. The Department’s comprehensive systems
compliance efforts, operational evaluations and end-to-end testing, and systems and operational
contingency plans are being developed and executed within a solid management structure. All
Year 2000 efforts are receiving the personal attention of the Department’s senior leadership.
Finally, these efforts are being rigorously scrutinized by independent auditors, including the
Department’s Inspectors General and the General Accounting Office.

The Year 2000 problem is one of enormous scope and complexity for the Department of
Defense, which has over 1/3 of the Federal Government’s mission critical systems. Despite this
challenge, the high percentage of systems compliance already achieved, combined with the
results of end-to-end and operational evaluations already conducted and system contingency
plans already tested, provides a high degree of confidence the Department will be able to execute
the national military strategy unimpeded by Year 2000-related problems.
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Chairwoman MORELLA [presiding]. Thank you, Dr. Langston. It
is very encouraging.

I wanted to take this moment just to thank Congressman Ose
who took the Chair before I got here and, also, to point out that
we have with us Congressman Rohrabacher, who is the Chair of
the Space Subcommittee; Mr. Turner, who is the Ranking Member
on the Government Reform Subcommittee, that is doing this hear-
ing with us jointly, Government Management, Information, and
Technology; Mr. Gutknecht, who is the Vice Chair of this Tech-
nology Subcommittee; Mr. Ehlers was here and will be returning;
and Mr. Miller.

And we will now proceed with you, Mr. Helm, and then Mr.
Rhodes, and then I will have a statement I’d like to make.

So, Mr. Helm, you’re up.

TESTIMONY OF NEIL R. HELM

Mr. HeELm. Thank you.

Chairpersons, subcommittee members, I am Neil Helm; I'm
Chair of the Satellite Communications Standards Committee of the
American Institute of Aeronautics and Astronautics. I am also Sen-
ior Research Scientist at the Institute of Applied Space Research,
at the George Washington University, but I'm here today testifying
before the joint Committees as a representative of the AIAA,

We are a nonprofit society of over 35,000 aerospace professionals.
Because the ATAA represents such a broad spectrum of the aero-
space community, it does not reflect the single viewpoint of a single
company or constituency, but provides a balanced spectrum of the
profession as a whole.

We commend the members of these Committees for holding this
hearing as the Y2K problem is creating fears and indecisions in our
commerce and society.

Many people don’t realize how this all started. Some 30 years
ago, computer programmers were working with very limited memo-
ries and capacities, and they were really pushed to eliminate a lot
of redundancies in especially the headers in satellite programs.
And so they eliminated the 1900 first two numbers, the dates, as
a redundancy, as a lot of us sign our memos or notes with just the
last two letters of the year, and that is how this started. Possibly
we should have picked up this programming shortcut earlier for its
ramifications to the calendars, the 2000 one, these last two digits,
perhaps may give ambiguous directions, and the operating systems,
in fact, may stop. But the Y2K problem is now understood in the
developed world. Unfortunately, the cost of reviewing and cor-
recting all this code is staggering. :

As a university scientist who has followed the Y2K problem since
pretty much its beginning, I bring up a positive statement to you
today. I believe the U.S. commercial space community is diligent,
responsible, and doing an outstanding job to ensure that the sys-
tems will be fully 2000 compliant.

I believe there will be some minor outages outside of the space
community. These outages will be more disturbing in the devel-
oping world where much of the system software was pirated from
mixed and largely unknown sources. Therefore, the work of your
committees on evaluating the level of commitment and compliance
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is extremely important. I also hope that you can provide a level of
assurance to our society that the Y2K problem should not greatly
affect our everyday activities.

One of my major research activities in 1997 and 1998 was as a
panelist in a very large study for NASA and the National Science
Foundation. We were panelists in this study from industry, aca-
demia, and Government. We went to some 61 satellite manufactur-
ers, service providers, R&D laboratories in 14 countries in the
United States, Europe, and Asia. One of the inquiries of our study
was on this Y2K compliance. And I will quote from our report.

“The Year 2000, or as it is typically called, the Y2K problem, has
not gone unnoticed in the satellite community. Several transponder
service providers have studied this and stated that there will not
be an affect. Satellite manufacturers also believe that there are no
known problems since the dates are not included in any of the on-
board software or firmware. The Global Positioning System sat-
ellites are Y2K compliant and the support systems will be com-
plaint before the Year 2000. If there is a satellite Y2K problem, it
will probably originate in the Earth stations. Of concern is the soft-
ware that controls the satellites, and this is being studied in great
details. Another area of concern is the end-user network software;
however”—and I put in that “however”—“all public announcements
by these service providers indicate that they will be Y2K compli-
ant.”

I have added in my statement letters from Lockheed Martin.
After my research, I followed up with these major companies to see
what their status is today. I have major letters from Lockheed
Martin and from Loral that are part of the record which say that
they are on top of the Y2K compliance. They feel that all of their
systems under their control will be compliant within the time. Most
of them will issue it—-a compliance letter by perhaps the third
quarter of this year.

In summary, the problem is real, and I would be misleading if
I were to say that the problem is not real. There was one manufac-
turer, TRAK Microwave, in Tampa, Florida, that makes GPS re-
ceivers. And I believe that TRAK is a very good and responsible
company, but a number of those receivers are not Y2K compliant.
And I have tracked down their web page where they now go into
quite some detail on what models are not compliant and what mod-
els are and how their customers can bring about working with the
manufacturer to make their equipment compliant.

So in summary, the Y2K problem has been examined by the cormn-
mercial satellite community. The results of the examination indi-
cate that spacecraft onboard timing clocks will not be a problem.
There may be some Earth-to-ground problems, but they’re being
very diligently looked at. If there are minor problems, they will be
outside of the space community. They probably will be in the devel-
oping world, and I think that is the worst that we can look at.

I would again like to thank the Committee for holding these im-
portant hearings and look forward to answering any questions you
may have.

[The statement of Mr. Helm follows:]
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INTRODUCTION

Chairpersons, subcommittee members, I am Neil Helm, member of the American
Institute for Aeronautics and Astronautics’s Technical Committee on Communications
Systems. I am also a senior research scientist at the Institue for Applied Space Research
at the George Washington University. Today, however, I am testifying before this joint-
committee as a representative of the AIAA. The AIAA is a nonprofit professional society
of over 35,000 aerospace professionals whose mission is to advance the arts, sciences,
and technologies of aerospace. Our viewpoint is based primarily on the technical
considerations that underlie policy decisions concerning the U.S. civil aeronautics and
space programs. Because the AIAA represents such a broad spectrum of the aerospace
community, it does not reflect the viewpoint of a single constituency, but provides a
balanced perspective of the profession as a whole. We commend the members of these
three House subcommittees for holding this hearing, as the Y2K problem is creating fears
and indecision for our commerce and society.

BACKGROUND

Nearly thirty years ago, computer programmers were working with limited memories and
capacities, and were instructed to eliminate as many redundancies as possible. Thus, the
first two letters of calendar clocks were deemed to be redundant, and were shortened to
only the last two numbers of the year, as is commonly done in our correspondence,
memos and notes today. Possibly this programming shortcut should have been recognized
earlier for its ramifications to calendars for the year 2000 when the two 00 letters may
give ambiguous directions or even cause the operating system to shut down for lack of an
acceptable time stamp. This can basically be attributed to the traditional lack of
communications between software programmers and hardware systems and equipment
engineers. Certainly, the Y2K problem is now understood in the developed world; but
unfortunately, the costs of reviewing and correcting all the software and firmware codes
are staggering. As a university scientist who has followed the Y2K problem since it was
first announced, [ bring a positive statement to this hearing. I believe that the US
commercial space community is diligent, responsible, and doing an outstanding job to
ensure that its systems will be fully year 2000 compliant. However, I believe that there
may be some minor system outages outside of the space community. These outages may
be more disturbing in the developing world, where much of their systems software was
pirated from mixed, largely unknown sources. Therefore, the work of your committees
on evaluating the level of commitment and compliance is extremely important. In
addition, I hope you can provide a level of assurance to our society that the Y2K
problem should not greatly-affect the activities of everyday life.

Y2K RESEARCH
One of my major research activities in 1997 and early 1998 was as an active panelist in

the conduct of a major study for NASA and the NSF entitled “Global Satellite
Communications Technology and Systems.” Our panel, composed of experts from
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industry, academia and government, conducted interviews with 61 satellite
manufacturers, service providers and R&D laboratories, in 14 countries in North
America, Asia and Europe. One of the inquiries we made in our visits concerned
compliance with the Y2K problem. I will provide a quotation on our Y2K inquiries from
our report dated December 1998, and ask that this report be added to the record.

“The year 2000, or as it is typically called, the Y2K problem, has not

gone unnoticed in the satellite community. Several iransponder service
providers hove studied this and stated that they will not be affected.
Satellite manufacturers also believe that there are no known problems
since the dates are not included in any of the orboagrd saftware or )
firmware. The Global Positioning System satellites wre Y2K compliant and
the support systems will be compliant before 2000, Ifthere isa

satellite Y2K problem, it will probably originate in the earth stations.

Of concern is the software that controls the satellites, but this is being
studied in great detail. Another area of concern is the end user
networking software. All public announcements by the service providers -
indicate that they are Y2K compliant.”

When I was asked to provide this testimony, [ contacted officials from many of the US
satellite manufacturers. The results of these inguiries, which I will detail to some extent
in this testimony, are that the US satellite manufactorers are completely knowledgeable
about the Y2K problem, and that they are all conducting rigorous compliance programs
comprising the following areas: awareness, assessment, renovation, validation,
implementation and post-implementation and testing if required.

First, the companies have confirmed that all spacecraft onboard clocks ate “timing”
clocks, usually in parts of one second. These clocks may have an epoch or reference
date, but the clocks do not normally reference calendar dates. Further, all the spacecraft
clocks can be tested and changed. Therefore, I am happy to report to the subcommittees
that there is a high level of industry confidence and assurance that there will be no
spacecraft failures due to the Y2K problem.

LOCKHEED MARTIN LETTER

This assurance can be seen in the following example, taken in part from a letter from the
Manager of Contracts of the Lockheed Martin Commercial Space Systems company
dated February 9, 1999, to the Contract Manager of one of its customers, Societe
Europeenne des Satellites, Grand Duchy of Luxembourg.

“The following satellite systems have been identified as having been
delivered to your Organization and/or are being operated by your
Organization:

SES ASTRA-14
SES ASTRA-1B



45

Qur evaluations indicate that the flight software for our Series 3000,
4000, 5060, 7000 and A2100 Satellites are not subject to Y2K problems
since the various on-board clock systems do not use a representation of a
calendar date for operation.

» The flight software for our Series 3000, 4000 (Astra-14) and 5000
(Astra-1B) satellites uses assorted software-maintained clocks and timers
(e.g. for time dependent roll and pitch offsets), all of which use times

in some muliiple or fraction of seconds, counted down from the single

1024 Hz interrupt in the RCA 1802-based flight computers. As such none of
these clocks contain any representation of a date.

- Flight software of Series 7000 and INMARSAT 3 Series of Satellites (not
a 87000, but has the same processor and software/interface architecture as
a S7000) also have software-maintained clocks. A clock-calendar package
is in the run-time  software, but only the clock time in seconds is used

in the flight software, i.e. the date is not set or used by the flight

code. There is a day number within the flight software for INTELSAT VIII,
but it is a count of days derived from the spacecrafi clock, not a date.

- The spacecraft clock in the A2100 flight saftware is a count of seconds.
before the Julian 2000 epoch (noon on 1/1/2000). The standard Y2K issue
of representing the current year as two digits only does not apply 10 the
A2100 flight software. Since the on-board computer OBC clock is seconds
before J2000, the time is currently a negative number and will roll over

fo @ positive number on 1/1/2000. Flight software testing has been
performed with the OBC clock set to both negative and positive times and
is being actively used on-orbit on the four operational A2100 spacecraft
with the current (vegative time).

- While the flight software of our satellites is not subject to the

classic Y2K two-digit year problem you should be advised that ground-based
Might software development tools that may have been delivered under your
contract might be susceptible. Series 7000, INMARSAT and A2100 satellite
systems have re-programmable flight computers and as such their flight
software compilers and test beds may, or may not, have Y2K issues.”

This letter demonstrates that Eockheed Martin has taken the responsibility to inform its
customers, US and non-US, of its analysis of the Y2K problem. It provides assurance to
its customer that there are no problems in the space segment. The letter continues to
inform its customer of potential ground segment problems and promises to work with the
customer to assure compliance.
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is seen in the figure below, which displays the contingency planning efforts of the Defense
Finance and Accounting Service. ‘

NEINGENCYPLANNING

Defense Finance & Accounting Service

Pia

Mission Critical (MC) Systems

= 41 of 41 MC systems contingency plans prepared

Operational Contingency Plans

= Over 1700 plans (24 locations, 18 core/care support processes,
13 types of contingency/continuity of operations plans)

+ Testslexercises
— CJCS Positive Response exercises
DoD table-top Y2K “War Game” exercises
Conducting paper tests
Tabletop tests--April 30, 1989
— Live tests-~-May - Dec 1998

i

/

Figure 6 - Contingency Planming at Defense Finance and Accounting Service

Core missions and capabilities not addressed by the CINCs or PSAs are bridged by Year
2000 contingency plans developed by the various activities charged with those missions. For
example, each Military Department is responsible for “training, organizing, and equipping” its
Department. Each Military Department has a series of business activities to perform these core
missions and functions,

In summary, through a designed overlap of individual system contingency plans, CINC
warfighting contingency plans, PSA functional contingency plans, and Military Department
mission and functional contingency plans DoD achieves an overall collective organizational
contingency plan.

Satellites and the Global Positioning System

Categories of space based systems

The Department of Defense operates a variety of space based (satellite) systems for many
different functions. The functions using satellite systems include communication, intelligence
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LORAL LETTER

I would now like to share with the Committee members a letter from Loral Space &
Communications Ltd. This letter addressed to me, dated April 30, 1999 is from Mr.
Barry Goldfeder, Loral’s Corporate Director of Information Technology and
Telecommunications. I quote in part:

“... Loral ard its operating divisions are comumitied to ensuring that our
customers suffer no interruption or degradaiion of service from Loval as
result of the critical millennium change period.

To this end, Loral has established a Year 2000 Task Force
reporting to the President of the corporation, consisting of program
managers from each operating division. It is the responsibility of this
Task Force to implement Loral’s formal Year 2000 Compliance Plan.

Loral has established a seven-phase strategy to become Year 2000
compliant. In short, it consists of the following:

- Awareness of the importance of achieving Year 2000 compliance;

- Inventory of hardware, software, and firmware services;

- Assessment of the potential impact due to Year 2000-induced failures;
- Remediation as necessary of affected software and hardware;

- Implementation of corrected systems;

- Validation of replaced or corrected systems; and

- Continued vigilance and vendor compliance.

At this point in time, Loral's Year 2000 program goals have been
outlined and are being incorporated into our Year 2000 program Compliance
Program Plan. Currently, we have target dates for each major step in the
process of assessing Loral’s Year 2000 Compliance. )

Divisional inventories (both ground and space segment inventories)
were substantially completed by February 28, 1999. Testing, modifying and
replacing (if necessary) equipment are scheduled 1o be completed by the
third quarter of 1999. Divisional audits commenced in January of 1999.

-Upon completion of the Year 2000 compiiance program, Loral will
publish a Year 2000 Compliance Statement.”

Again, the Committee members can see that a substantial level of commitment has been
rnade by this US space vendor. Loral is providing a statement of compliance that will
give full confidence to the users of its communications and information systems.
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THE Y2K PROBLEM IS REAL

I would be misleading the members of the subcommittees if, in providing this positive
information on behalf of the AJAA and the commercial satellite communications
community, that I gave the impression that the Y2K problem is not a real problem. The
ground terminal manufacturers and systems and software providers are finding software
and timing products that need to be changed or replaced. I believe the US industrial
community is working responsibly to resolve these problem areas.

1 will provide the members with an example of a US company, TRAK Microwave,
located in Tampa, Florida that makes timing mechanisms and systems for GPS

receivers and other ground equipment. I believe that TRAK is a responsible company,
but its early-designed and manufactured equipment has shown-itself to be non-GPS Week
Rollover and Year 2000 compliant. The DOD statement provided today goes into the
GPS Week Rollover in much more detail, but suffice it to say that when the GPS system
clocks were started on January 6, 1980, they were set for 1,024 weeks or 7,168 days.
Therefore on midnight August 21 to August 22, 1999, the GPS message rolls over from
1023 to 0000. A number of receivers, including some models built by TRAK, will not be
able to function properly after this rollover.

SOLVING THE PROBLEM

TRAK has made an analysis of all its equipment and has made a responsible effort to
inform its customers regarding equipment that is not compliant to the GPS Rollover and
the Year 2000 problem. I reference the TRAK web page policy announcement
hitpy//www trak.com/traktime. htm that specifies what equipment will need modifications
and how TRAK will accommodate these modifications. This is just one example of
where the problem has been identified, assessment of the problem has been made,
corrective methods have beenrecommended and information on these corrections has
been provided to the customer.

CONCLUSIONS

The Y2K problem has been examined by the US commercial satellite communications
vendors and service providers. The results of the examination indicate that because
spacecraft onboard timing clocks are not referenced to calendar dates, there will be no
space segment anomalies with the Year 2000 rollover. However, problems will be

found in early designs of ground-segment equipment, both in the hardware and software.
The major companies are currently addressing these problems with a rigorous compliance
program, and are informing their customers if and when modifications need to be made.



49

The major satellite communications equipment and service providers have issued or are
in the final preparations for issuing, compliance statements that provide a high level of
confidence that the communications systems, including all hardware and software under
their corporate control, will be year 2000 compliant. Some problems may exist outside
the control of the major US companies, and the developing world may experience the
worst of these problems. However, I do not believe that these problems will greatly
affect our commerce or society. To that end, again, I would like to thank the committees
for holding these important hearings and look forward to answering any questions you all
may have.
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Chairwoman MORELLA. Thank you, Mr. Helm.
We now look forward to hearing from Mr. Keith Rhodes of GAO.

TESTIMONY OF KEITH RHODES

Mr. RHODES. Thank you, Chairwoman Morella, members of the
Subcommittees. Thank you for inviting me to participate in today’s
hearing on the Year 2000 problem and its impact on the Global Po-
sitioning System.

In addition to being the Department of Defense’s primary radio
navigation system, GPS has become an integral asset in numerous
civilian applications and industries. It also plays a critical role in
communications networks and, hence, the Internet. The system is
affected by both the Year 2000 computing problem and a problem
associated with the way the system keeps track of time, commonly
referred to as the “end-of-week rollover.”

Today I will discuss these two important issues, their potential
impact, and the status of remedial efforts.

As you've heard, GPS was designed to support military missions
such as missile guidance and search and rescue and consists of 24
operational satellites which Defense began launching in 1978 and
started using in 1980. The system became fully operational in
1995. However, since anyone using a GPS receiver can determine
his or her location with great precision, GPS is now used in numer-
ous civilian applications and industries. Additionally, telecommuni-
cation companies are increasingly relying on GPS receivers to syn-
chronize their own networks.

GPS is affected by both the Year 2000 computing problem and
an upcoming end-of-week rollover. The upcoming end-of-week roll- .
over is a problem that will occur for the first time on August 21,
1999. It is actually Greenwich Mean Time changed midnight be-
tween August 21 and August 22. Instead of using calendar dates,
GPS counts weeks and seconds within weeks from precise clocks on
the satellites. This is based on how the signal codes transmitted to
the satellite are generated. GPS started at week 0 on January 6,
1980. Because of its design, the GPS time counter starts over after
counting 1,024 weeks. They can’t count 1,025, so it goes back to 0.
The end of the 1,024th week will occur for the first time on August
21, 1999.

There are three components to GPS, as Dr. Langston pointed out:
The space component, ground component, and user component.

The space component of GPS includes the satellites, themselves,
which, according to the Air Force Materiel Command, the executive
agent for the Department of Defense in acquiring GPS satellites,
are both Year 2000 compliant as well as end-of-week rollover com-
pliant. The space component also includes satellite support systems
which are physically located on the ground.

Chairwoman MORELLA. Mr. Rhodes, excuse me, but evidently we
are having technical difficulties with the sound system. While we
are resolving that problem, if you don’t mind, I will just give my
opening statement, and then we will ask you to continue when we
have the sound system back.
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Ms. MORELLA’S OPENING STATEMENT

Today our House Y2K Working Group, made up of the ’i‘echnology Subeommittee
and the Government Management, Information, and Technology Subcommitiee, is
holding the first House hearing on the impact of the Year 2000 computer on the
satellites that orbit above us in space.

I am pleased to once again, join with my distinguished colleague, Mr. Horn of
California, in our series of ongeing Y2K hearings.

Since this Y2K issue is one of natural interest to the Science Committee’s Space
Subcommittee, chaired by Congressman Rohrabacher of California, their members
have also been invited to attend this hearing, and I welcome their participation,

Currently, we rely on satellites to de so much in these modern, technologically ad-
vanced times. And as we prepare to enter the 21st century, satellites will be playing
an ever-increasing role in the new millennium, :

Satellites enhance our quality of life, provide for our national security, and allow
us to learn about distant galaxies and, in so doing, learn more about ourselves and
our own universe. They provide us with capabilities for navigation, military applica-
tions, intelligence gathering, telecommunications, television, and space exploration,
among many others.

For example, some of the most important satellites include Marine 4, which
showed us what the surface of Mars really looked like; the Venus Magellan satellite,
which mapped cut the surface of Venus; the Hubble Space Telescope, which has rev-
olutionized astronomy and our understanding of the most distant universes and
black holes; the Voyager spacecraft which gave us our first good looks at the outer
planets and many of their moons; and the soon-to-be 28 fully operationally orbiting
satellites of the Global Positioning System constellation that has allowed for pin-
point navigational accuracy for both military and commercial applications.

All we need to fully understand the importance of satellites in our modern lives
is to recall the disruptions and frustrations resulting from a recent satellite failure
this past year that rendered cellular phones inoperable, shut down paging systems,
and created a telecommunications chaos that caused business inferruptions esti-
mated to be in the millions of doliars.

While the satellite failure was not Y2K related; the example gives us a glimpse
into a possible catastrophic scenario should Y2K disable our Nation's satellite sys~
tem. We are getiing a little mini example of something that is not catastrophic but
poses a problem.

Today's testimony indicates that a majority of our Y2K concerns affecting sat-
ellites are not about the satellites, themselves, either its physical hardware or that
any satellite is going to fall out of the sky on January 1, 2000, and come crashing
down to Earth, but rather that the ground stations that operate our network of sat-
ellite systems may be affected by the millennium bug.

Since, apparently, timers on hoard the satellites do not keep irack of calendar
dates, there are no date-dependent elements provided in wost satellite and space-
craft hardware. The computers running those satellite networks, however, could be
¥2K vulnerable, since those networks rely on computers that are controlled by thou-
sands of software programs and millions of lines of programming code.

Of all satellite systems, it is believed that the GPS system may be the most vul-
nerable to malfunction because GPS satellites will endure double difficulties in the
last 14 weeks of the year, as a result of Y2K and, as has been mentioned, the Au-
gust 28, 1999, rollover and reset to zero of the GPS timing mechanism.

1 am pleased that the United States Space Command has taken the lead in ad-
dressing these concerns and conducted a recent series of successful tests on the GPS
system, of which, you know, Dr. Langston has given us good information.

The panel is very distinguished, helping us to address the GPS system, as well
as our other satellite concerns.

5o I thank you all by way of thanking this distinguished panel for sharing with
us,

Chairwoman MORELLA, I think now we might be able to continue
now. If you want to start a little bit ahead of where you ended

Mr. RHODES. Dkay.

Chairwoman MORELLA [continuing].—That would be splendid.

Mr. RHODES. All right,

‘While the satellite support systems——

Chairwoman MoORELLA. Se you are going to get the full 5 min-
utes.
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Mr. RuODES. [ get the full 5 minutes?

Chairwoman MORELLA. Right.

Mr. RHODES. While the satellite support systems are end-of-week
rollover compliant, as Dr. Langston pointed out, some of the non-
mission-critical tracking soffware are not yet Year 2000 compliant.
Air Force Materiel Command reports that these systems are in
process of being either replaced or renovated and tested. The work
is expected to be done by December of this year, and workarounds
have also been developed for systems being replaced.

The GPS control, or ground component, consists of a2 master con-
trol station, five monitoring stations, and three ground antennas lo-
cated throughout the world which, according to Air Force Materiel
Command, are now both Year 2000 and end-of-week rollover com-
pliant. Contingency plans are also in place for these systems.

The user component consists of receivers, processors, and anten-
nas that allow land, sea, or airborne operators to receive GPS sat-
ellite broadcasts and compute their precise position, velocity, and
time. According to Air Force Materiel Command, many newer GPS
receivers, including all designed procured for the Department of
Defense by the GPS Joint Program Office, have been tesied and
have demonstrated that they are Year 2000 compliant and end-of-
week rollover compliant. According to the U.S. Coast Guard Navi-
gation Center, however, the accuracy of navigation on some older
receivers may be severely affected by the end-of-week rollover.

Several activities are ongoing to raise awareness among owners
of older GPS receivers of the upcoming end-of-week rollover prob-
lem. The U.S. Coast Guard Navigation Center has been assigned
with responsibility of being the Government liaison to the civil sec-
tor for GPS. Its Internet website explains the potential rollover
problem on older receivers and provides an extensive list of manu-
facturers and points of contact. The Air Force has provided a list,
alsc available on the Internet, of specific receivers that have been
tested and found to be compliant by the Department of Defense.
Furthermore, the President’s Council on Year 2000 Conversion’s
Internet site provides links to sources of GPS Year 2000 compli-
ant—Year 2000 and end-of-week rollover information, These activi-
ties are important and should be useful to GPS users seeking to
determine whether their receivers will operate correctly at the end-
of-the-week rollover.

However, even with these awareness efforts, it is conceivable
that some organizations and users may not even be aware that
their GPS receiver could be vulnerable to the end-of-week rollover
problem. Moreover, some may not be aware that they rely on a
GPS receiver as a communications network tool. Because they con-.
tain precise clocks, GPS receivers are sometimes used to syn-
chronize time in communications networks. Synchronization is crit-
ical to the transmission of compressed or packetized voice, data,
and video transmissions. Timing errors due to the lack of synchro-
nization, in fact, can lead to data loss and degradation, and eventu-
ally to network disruption or even complete failures. Because of the
interconnective and interdependent nature of networks, these prob-
lems, in turn, could impact other networks and even the Internet.

As a result, it is vital that organizations make an effort to, one,
determine whether the networks they operate. rely on GPS equip-



55

ment as a time source and, two, determine the potential GPS-re-
lated risks. Once the problem and its potential impact are known,
organizations and individual users can modify the receivers, re-
place them with newer models, or contact their service providers to
ensure that GPS receivers supporting their telecommunications
networks are not susceptible to the upcoming end-of-week rollover.
Because the rollover is less than 4 months away, however, organi-
zations must take these measures as quickly as possible.

Chairwoman Morella, and, members of the subcommittee, that
concludes my testimony. I would be happy to answer any questions
you or the Subcommittee members have.

[The statement of Mr. Rhodes follows:]
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Mr. Chairman, Madam Chairwoman and Members of the Subcommittees:

Thank you for inviting me to participate in today's hearing on the Year 2000
problem and its impact on the Global Positioning System (GPS). In addition to
being the Depariment of Defense’s primary radionavigation system, GPS has
become an integral asset in numerous civilian applications and industries,
including emergency services, airlines services, commercial fishing and shipping,
corporate vehicle fleet tracking, and surveying. It also plays a critical role in
communications networks and, hence, the Internet. The system is affected by
both the Year 2000 computing problem and a problem associated with the way
the system keeps track of time," Today, | will discuss these two important

issues, their potential impact, and the status of remedial efforts.

GPS, THE YEAR 2000 PROBLEM, AND THE

END-OF-WEEK ROLLOVER PROBLEM

GPS was designed to support military missions, such as missile guidance and
search and rescue. The system consists of a constellation of 24 operational
satellites which are positioned so that system users can receive signals from at
least 6 satellites nearly 100 percent of the time at any point on earth. The

satellites are constantly monitored by ground stations located throughout the

! Instead of using calendar dates, GPS counts weeks, and seconds within a week, from precise clocks on the
sateilites. GPS started at week zero on January 6, 1980. Because of its design, the GPS time counter starts
over after counting 1024 weeks. The end of the 1024th week will occur, for the first time, on August 21,
1999. This is known as the end-of-week rollover problem in the GPS community.
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world. Anyone using a GPS receiver can determine their location with great
precision. Defense began launching GPS satellites in 1978 and started using the

system in 1980. The system became fully operational in 1995.

GPS is now used in numerous civilian applications and industries. For
example, emergency vehicles use GPS to pinpoint destinations and map routes;
shipping companies use the system to track movement of their vessels; truck and
transportation services use the system to track their fleets and to speed
deliveries; and airlines use GPS to develop flight plans and to land planes. GPS
is also being used to map roads, track forest fires, assist in construction projects,
and even monitor earthquakes. Additionally, telecommunications companies are
increasingly relying on GPS receivers to synchronize their own networks,

comparing their reference clocks directly with a GPS receiver.

GPS is affected by both the Year 2000 computing problem and an upcoming
end-of-week roliover. The Year 2000 computing problem is rooted in the way
dates are recorded and computed in many computer systems. For the past
several decades, systems have typically used two digits to represent the year,
such as "97" representing 1997, in order to conserve on electronic data storage
and reduce operating costs, With this two-digit format, however, the Year 2000
is indistinguishable from 1900, 2001 from 1901, and so on. As a result of this

ambiguity, system or application programs that use dates to perform caiculations,
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comparisons, or sorting may generate incorrect results when working with the

years after 1999.

The upcoming end-of-week rollover is a problem that will occur for the first time
on August 21, 1999. Instead of using calendar dates, GPS counts weeks, and
seconds within a week, from precise clocks on the satellites. This is based on
how the signal codes transmitted by the satellite are generated. GPS started at
week zero on January 6, 1980. Because of its design, the GPS time counter
starts over after counting 1024 weeks. The end of the 1024th week will occur, for
the first time, on August 21, 1899. This is known as the end-of-week rollover

problem in the GPS community.

] will now discuss the potential impact of the Year 2000 problem and the
upcoming end-of-week rollover on each of the three GPS components—space,

control, and user—as well as the status of remedial efforts.

Space Component

The space component of GPS consists of 24 operational sateliites in 6 orbits at
approximately 11,000 miles above the earth. The satellites transmit radio signals
that permit adequately equipped users to calculate position, velocity, and time
anywhere on or above the earth's surface and in any weather condition. They are

equipped with very precise clocks that keep accurate time to within three
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nanoseconds. According to the Air Force Materiel Command (AFMC), the
executive agent for the Depaniment of Delense in acquiring GPS sateliites, all
GPS satellites are Year 2000 compliant as well as end-of-week rollover

compliant.

The space component alse includes satellite support systems, which are
physically located on the ground. These systems are responsible for maintaining
the satellites and their proper functioning. This includes keeping the satellites in
proper orbits {called station keeping) and monitoring satellite subsystem health
and status—-e.g., monitoring solar arrays, battery power levels, and propellant
levels, and activating spare satellites, if possible. While the satellite support
symems‘ are end-of-week rollover compliant, they are not yet Year 2000
compliant, according to AFMC. AFMG reports that these systems are in the
process of being either replaced or renovated and tested. This work is expected
to be done by December 1999. Workarounds have also been reportedly

developed for systems being replaced.

Ground Component

The GPS control, or ground, component consists of a raster control station, five
monitoring stations, and three ground antennas located throughout the world.
The monitoring stations track all GPS satellites in view and collect ranging®

information from the satellite broadcasts. The stations send this data to the
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master control station, which computes precise satellite orbits. This information
is then formatted into updated navigation messages for each satellite and
transmitted to each satellite through the ground antennas, which also transmit
and receive satellite control and monitoring signals. These systems are
interconnected through networks and also have their own information systems
and equipment which must be renovated for Year 2000 compliance. According
to AFMC, the ground support systems are now both Year 2000 and end-of-week

rollover compliant. Contingency plans are also in place for these systems.

User Compenent

The user component consists of receivers, processors, and antennas that allow
land, sea, or airbome operators to receive the GPS satellite broadcasts and
compute their precise position, velocity, and time. According to AFMC, many
newer GPS receivers, including all designs procured for the Department of
Defense by the GPS Joint Program Office, have been tested and-have
demonstrated that they are Year 2000 compliant and end-of-week rollover
compliant. According to the U.S. Coast Guard Navigation Center, however, the
accuracy of navigation on some older receivers may be severely affected by the

end-of-week roilover.

2 Distance from a receiver to the satellites.

57-060 99-3
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ACTIVITIES ONGOING TO RAISE AWARENESS OF

PROBLEM WITH OLDER RECEIVERS

Several activities are ongoing to raise awareness among owners of older GPS
receivers of the upcoming end-of-week roliover problem. The U.S. Coast Guard
Navigation Center has been assigned with responsibility of being the government
Yiaison to the civil sector for GPS. Its Internet website explains the potential
rollover problem on older receivers and provides an extensive list of
manufacturers and points-of-contact. The Air Force has provided a list, also
available on the Intemet, of specific receivers that have been tested and found to
be compliant by the Department of Defense. Furthermore, the President's
Council on Year 2000 Conversion’s Internet site provides finks to sources of GPS
Year 2000 and end-of-week rollover information. These activities are important
and should be useful to GPS users seeking to determine whether their receivers

will operate correctly at the end-of-week rollover.

However, even with these awareness efforts, it is conceivable that some
organizations and users may not even be aware that their GPS receiver could be
vuinerable to the end-of-week rollover problem. Moreover, some may not even
be aware that they rely on a GPS receiver as a communications network tool.
Because they contain precise clocks, GPS receivers are sometimes used to

synchronize time in communications networks. Synchronization is critical to the
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transmission of compressed or packetized® voice, data, and video transmissions.
Timing errors due to the lack of synchronization, in fact, can lead to data loss and
degradation and eventually to network disruption or even complete failures.
Because of the interconnective and interdependent nature of networks, these

problems, in turn, could impact other networks and even the Internet.

As a result, it is vital that organizations make an effort to determine (1) whether
the networks they operate rely on GPS equipment as a time source and (2) the
potential GPS-related risks. Once the problem and its potential impact are
known, organizations and individual users can (1) modify receivers, (2) replace
them with newer models, or (3) contact their service providers to ensure that
GPS receivers supporting their telecommunications networks are not susceptible
to the upcorning end-of-week rollover. Because the rollover is less than 4
months away, however, organizations must take these measures as quickly as

possible.

Mr. Chairman, Madam Chairwoman and Members of the Subcommittees, this
concludes my testimony. | will be happy to answer questions you or Members of

the Subcominittees may have,

(511155)

? Digital voice, data, and video transmissions are sent in packets or cells.

7
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Chairwoman MORELLA. I thank you very much, and thank you
for weathering that little glitch that we had.

I thank you all for being here; let me start off with Mr. Holcomb.

1 read your testimony—didn’t hear you state it actually—but I
wonder if you might tell us how many satellites does NASA man-
age? And how much has NASA spent on Y2K-related computer
issues?

Mr. HoLcoMB. We currently have approximately 38 satellites
that we manage that are active at the moment, and of course we
have International Space Station and Shuttle included in that.

Our expenditures, to date, for Y2K in total have been around
$46—47 million. I can provide you an exact number. That is to date
up until this point in time.

Chairwoman MORELLA. How much was that again? Forty-six
to—

Mr. HoLcoMB. Forty-six to forty-seven million:

Chairwoman MORELLA. Million?

Mr. HoLCOMB [continuing]. Somewhere in that range.

Chairwoman MORELLA. That seems to be adequate?

Mr. HoLcoMB. It has been adequate. We've not included in that
cost the replacement costs if we were going to upgrade hardware
and so forth, so this is primarily the cost associated with remedi-
ating the code, correcting code that had to be fixed, and——

Chairwoman MORELLA. Did you redirect money?

Mr. HoLcoMB. We——

Chairwoman MORELLA. Or did you have a special allocation?

Mr. HoLcomB. We, like I think all agencies, made priorities and
made sure we put the funding into Y2K. We did not ask for any
additional money for Y2K; this was all within the Agency’s guide-
lines. We did not go after the supplemental funds that OMB had.

Chairwoman MORELLA. Okay.

How many contractors have you employed to work on Y2K? Do
you have an idea?

Mr. HoLcoMB. I couldn’t give you the exact number. It is quite
a large number. Out of our about 150 mission-critical systems, I
would say we may employ 40 or 50 separate contractors amongst
those; some of them are sharing the same contractor.

Chairwoman MORELLA. And to what extent have your systems
undergone independent validation and verification process?

Mr. HoLcoMB. We have—early on, we’ve had a lot of discussion,
because we have an independent verification/validation facility in
West Virginia that we—in fact, fairly uniquely have, as an Agency.
We had it way before Y2K. We run all of our human-rated systems
through that IV&V facility, so if we make a change to a very ex-
pensive piece of hardware—be it Shuttle, International Space Sta-
tion, the EOS program, those systems—any change to that code is
run through the independent verification/validation facility. So our
Y2K tests were included in the independent tests that were run in
that facility. So we've used that facility for our very expensive
pieces of equipment, human-rated systems.

For systems, we do a risk-grade for systems that are not in that
category. We don’t necessarily go to an independent test group to
do independent tests; we bring in auditors to validate that the tests
were done.
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Chairwoman MORELLA. You're doing end-to-end testing now?

Mr. HorLcoms,. Yes, we are.

Chairwoman MORELLA. When do you think you'll have those
tests completed?

Mr. HoLcoMB. We expect all of our end-to-end tests to be com-
pleted by the end of June. We have already——

Chairwoman MORELLA [continuing]. By the end of June?

Mr. HoLcoMB [continuing]. By the end of June. We've conducted
quite a number of significant ones. The Cassini program—we ran
an end-to-end test basically from the satellite through the Deep
Space Network, through our Control Center, and all the way to two
PI's—one at Johns Hopkins in Maryland and one in England. We
have already run several on the International Space Station, and
v;e will be running more. And we've conducted several on the Shut-
tle.

We do have one—I will say we do have one end-to-end test in Au-
gust that is planned. We have planned to put the Shuttle on the
pad and run it down to 5 seconds with Y2K software in total in Au-
gust.

Chairwoman MORELLA. Thank you.

I will get to the others later, but I'll just pick up on—Mr. Rhodes,
you gave us that enumeration of things that needed to be done
with the Global Positioning System, and I just wonder, do you see
a role for the Federal Government in publicizing what needs to be
done? You know, for consumers to have their GPS system-related
receivers checked for, you know, end-of-week and Year 2000 com-
pliance issues?

Mr. RHODES. Well, obviously, more information is better than no
information. Currently, the Coast Guard has a web page set up,
and they have a long list of receivers. The Department of Defense,
through the United States Air Force, they have their web page set
up, and, as I stated, the President’s Council has pointers to both
of those web pages.

The concern that I have is that, you know, with hearings like
these, that the word will get out, but the more information that is
available to people, just so they understand that GPS is not just
for, you know, we are in our bass boat trying to find our nice fish-
ing hole. It is not just a locator. A great deal of people are using
it as a time source, because it is accurate to within 3 billionths of
a second, so that is—a lot of networks, as they become faster and
require greater precision, people are going out to there, because it
is basically a very inexpensive source of tirming.

So the more that the Government gets the information out, the
better we will all be.

Chairwoman MORELLA. Of course you need technical, you know,
publications and all to—

Mr. RHODES. Right.

Chairwoman MORELLA [continuing]. Also help out, in addition to
the web pages, to refer people——

Mr. RHODES. Right.

Chairwoman MORELLA [continuing]. To the websites.

I thank you.

And I defer now with pleasure to the Chairman of the Space
Subcommittee, Congressman Rohrabacher.
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Mr. ROHRABACHER. Let me see if I get this right, Mr. Rhodes.
Are you saying that this rollover problem which will happen in Au-
gust, which sort of mirrors the problem of the GPS system that will
come about in the Year 2000, will this or will this not disrupt the
time—the people who are relying on GPS’s for their time se-
quences?

Mr. RHODES. If their receivers are not end-of-week rollover com-
pliant, then it will disrupt their time.

Mr. ROHRABACHER. But only on a receiver end?

Mr. RHODES. Right.

Mr. ROHRABACHER. Not on——

Mr. RHODES. Right.

Mr. ROHRABACHER. Not on——

Mr. RHODES. No, the satellites are not going to fall out of the
sky. They won't loose their position.

Mr. ROHRABACHER. Well, they won’t—but more importantly, they
will not loose their precision time sequence?

Mr. RHODES. No, they will not. The satellites, themselves, will
not have the problem. It is on the receiving end; it is on the ground
segment, the—what you hold in your hand or what you have con-
nected to your network is where the problem is. If that receiver
is—

Mr. ROHRABACHER . Okay.

Mr. RHODES [continuing]. Say, older than 5 years, then you're
probably going to have a timing problem.

Mr. ROHRABACHER. Okay. And from what I've heard today—actu-
ally it makes me much more confident than what I was before I
came into the room. Everything seems to be rosy. I mean everybody
is giving us this—I mean, what could be rosier than hearing that
NASA spent $47 million—is that it?—making sure that everything
is going to be okay, and we didn’t even have to allocate anymore
money to get that $47 million? That is, you know, further proof of
the existence of God, as far as I'm concerned, as a miracle.

[Laughter.]

But let’s go back then. From what I'm hearing, our systems are
okay, but the problems are going to be in what the public has to
take advantage of those systems. For example, one of the witnesses
mentioned that perhaps the people who have pirated software—es-
pecially in Asia—[Laughter.]— will suffer considerably, and that is
their problem. People who have pirated “surfware,” certainly, they
are going to have to pay the price one way or the other.

But let’s go back to this rollover. What—is there—because we
will get a glimpse of that in August of the problems that will take
place later on. Tell me what is going to happen. If any of you would
like to jump in on this. What are we going to see in August and
September that is going to be—make us aware of this problem?

Mr. RHODES. Well, since there really is, in terms of the Depart-
ment of Defense, you won't see anything. I mean things will keep
on going as they are going, because the satellites aren’t going to
fall out of the sky, and the people who have the rollover compliant
receivers——

Mr. ROHRABACHER. There won’t be—you know, missiles won’t
land on the wrong targets and things like that?

Mr. RHODES. No.
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{Laughter.]

As long as the map is new.

[Laughter.}

The—but in the civilian sector is where the concern is that I
have, because the civilian sector—you know, you are talking about
trying to get information out to a mass public. You are trying to
get information out to people who are using a system in myriad
ways.

Some of the receivers will give you bad location information.
Some of the receivers will give you bad time. Some of them will
just fail outright; they won’t give you any data at all. They won't
receive the signal from the satellite at all. So there will be—there
will be a range of problems that we can't really gauge right now,
because all we can do is lay out the potential for it. There is a po-
tential that the networks—the networks aren’t necessarily going to
crash, but you won’t be able to get the data that somebody is send-
ing you. If they can’t—if their network—they are trying to send you
e-mail, and their network is synchronized to GPS, and their re-
ceiver isn't up to date, well, then their e-mail probably won’t get
out. Or if it does get out, it won’t make any sense on your receiving
end, Those are the level of network problems we are talking about.

Mr. ROHRABACHER. So we could have people in businesses with
their own personal computers and their corporate computers might
start in August and September experiencing some sort of a jumble?

Mr. RHODES. Right. You would start to see—what will probably
happen is that you will see a great deal of network activity because
they’re trying—they are requesting a retransmission of the data be-
cause they can’t organize the data that has been sent to them.

Mr. ROHRABACHER. How would you compare-—if you were going
to “guesstimate” the impact of that, how would it compare to the
Chernobyl Virus that we just went through?

Mr. RHODES. Well, since I—in a sense, it is

Mr. ROHRABACHER. A much greater effect?

Mr. Reopes. In——

Mr. ROHRABACHER. Or about the same or—

Mr. RHODES. In a sense, it may—it will probably follow the same
kind of pattern that there will be awareness up front, and people
will, close to the day, know what is going to happen. But, as you
can see, no economies failed across the globe because of the
Chernobyl Virus, and I don’t think——

Mr. ROHRABACHER. Right.

Mr. RHODES [continuing]. Eonomies are going to fail because of
the networks.

Mr. ROHRABACHER. And will the—well, sometimes personal
econormies are also important———

Mr. RHODES. Yes.

Mr. ROHRABACHER [continuing]. To people, you know.

[Laughter.]

Mr. RHODES. Yes. Organizations are desperately tied to their e-
mail and networks.

Mr. ROHRABACHER. Right, and if-—how correctable will—if we
start seeing this rollover problem come into personal computers or
commercial systems, how correctable will it be, and how difficult
will it be to correct it?
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For example, with the Chernobyl Virus, people had to go out and
get some work done and get some kind of program to take care of
the situation.

Mr. RHODES. Right.

Mr. ROHRABACHER. How correctable will it be?

Mr. RHODES. It is actually very correctable and easily correct-
able, assuming the supply chain is there. You see you have a prob-
lem; you realize that you have a timing error. You replace your re-
ceiver; you're done, and then you re-initialize your network; the
network comes up as its synchronization and goes on. It is.not that
you have to go through every line of code. This is a single-point so-
lution, or it is a known-point solution. You go in, replace either the
firmware or a module or a device.

Mr. ROHRABACHER. Well, I wasn’t joking earlier on—although 1
was joking, but it wasn’t really joking, about when the microphones
went off here a few minutes ago. I mean we have become so de-
pendent on technology that we can’t even talk to one another at
this close range—{Laughter.}—without the assistance of some sort
of a prosthetic device to make our voice sound stronger than they
are.

So, throughout our society, we actually are using these crutches,
and we don’t even know they are crutches anymore. But all of you
seem to be suggesting that the computer crutches that we are
using are not going to let us down to the point that we are going
to have any type of catastrophic or—let’s put it this way, nobody
is %oing to die because of this problem. Is that what we are hear-
ing?

Mr. LANGSTON. Sir, if 1 could comment?

Mr. ROHRABACHER. Please.

Mr. LANGSTON. The Department of Defense is very concerned
about the international ramifications of Year 2000 potential events.

Just as you point out, we have become enormously dependent on
electronic supplementation in one form or another, and also we
have become very interdependent as a global society, and, there-
fore, we believe that the interaction of our economic and commer-
cial commerce processes throughout the world could be affected
through this. And, likewise, we could have national security issues
associated with instability, so, therefore, we are very concerned and
working very hard to support international outreach as a part of
John Koskinen’s President’s Council on Y2K for the defense sector,
and as well support energy or other sectors to the degree that we
can.

So, I do not believe that we can rest on our laurels because we,
in the United States, have worked hard on this. I think we do need
to worry about the outreach.

Mr. HorLcoMmB. 1 would just add to Marv’s comments. I think
that—also, I serve on John Koskinen’s committee. Very early on,
he shifted the focus of that committee away from, say, the core ac-
tivities of the Government to, what is the country doing, in gen-
eral? More broadly, what is the world doing?

Not only is it an international issue, but there are issues of state
and local communities. Some communities have not stepped up to
this, and so, even within this country, there are likely maybe pock-
ets of communities. Senator Bennett recently issued his report on
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Y2K, and they found that medical offices have a tremendous prob-
lem of bringing up.

So I think that commerce, in general, not just international, but
also even within the United States, there are pockets of areas
where we should be concerned. It is not a totally solved issue.
We've got to reach out and engage other parts of the community
that maybe haven’t become aware of this—profusely aware of what
this might mean.

Mr. LANGSTON. I would just add to that. It is not the DOD’s job
to track county and local government activity, but my under-
standing is there is still a significant portion of our local county
governments that have not stepped up to the correction of Year
2000 problems.

We worry about it in the Department of Defense from the sup-
port of local bases where we sit in outside communities and worry
about those vital services coming into the base. And we continue
to work with those communities to ensure that we will have those
services.

Mr. ROHRABACHER. So perhaps we are talking about people not
getting their water bill?

Mr. LANGSTON. We're more concerned in the context of—I'd like
to categorize it as flow systems. If you think about money flow,
food flow, oil flow, water flow—we have many control systems that
are controlled with embedded chips, some of which-—a small per-
centage of which have Year 2000 compliancies in them. If those
flow systems back up a flow in any particular area, that flow has
significant ramifications. And an analogy would be, how much dis-
ruption on a freeway does it take to back up a freeway? We all
know it only takes one or two cars to significantly slow one down.
Likewise, if a controller in a flow system, in one form or another,
causes a slowdown, that will have significant backups in one form
or another, and, of course, that is what Mr. Koskinen is preparing
to support throughout this period of time.

Mr. ROHRABACHER. Okay.

Mr. Rhodes, will these possible disruptions that we are looking
at, these flow problems and such, will they begin to start—will they
start appearing in August and September because of the rollover
problem? Is that what you are saying?

Mr. RHODES. Well, there will be some amount of disruption, but
the real trigger date for what Dr. Langston and Mr. Holcomb are
talking about is January 1, Year 2000.

For example, on the power grid, itself, there will be a test that
is run on September 9 exercising the power grid. There will be ex-
changes of power. They will make certain that the interconnections
are up and can run. And they will actually run some of the systems
in date-forward situations.

But when you get to January 1, 2000, that is when you find out
that, you know, the grid is up; the Nation has power, but you, lo-
cally, have a brownout condition, or you, locally, have a blackout
condition because your main power provider doesn’t provide power
directly to your home. You know, you have some intermediary, and
they aren’t up to date.

And if you find, as Dr. Langston pointed out, if you find that
there are embedded systems in that power flow control environ-
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ment, either a SCADA system, a supervisory control and data ac-
quisition system, then you could end up saying, “Yes, we, as a Na-
tion, have power, but these local communities do not. Yes, we, as
a Nation, have water, but some local communities have water prob-
lems.” But those are mainly triggered on January 1, 2000.

Mr. ROHRABACHER. One last question and that is, then, what we
are talking about is a timing system and it is actually in the little
chip, itself?

Mr. RHODES. Right.

Mr. ROHRABACHER. You know I never did understand those
things anyway.

[Laughter.]

I'll have to admit that is just mind-boggling to think about hav-
ing timing mechanisms that are electrical impulses and something
that we have constructed out of sand. And my hat’s off to all the
scientists and the physicists and the people who understand these
things, who are able to do this for us.

And T hope that the picture is as rosy as you, guys, have painted
it today, because I'm not as apprehensive as I was when I came
into the room. So, thank you very much.

Chairwoman MORELLA. We've been joined by Mr. Larson, from
Connecticut, and on the Subcommittee Chair of Government Man-
agement, Information, and Technology, of the Government Over-
sight Committee. -

Did you want to—I could defer to Mr. Horn?

Would you like to have unwinding time?

Mr. HORN. No; I'm thoroughly wound up from the hearing I just
came from, so——

Chairwoman MORELLA. We mentioned you were at a markup.

Mr. HORN. Yes——

[Laughter.]

Let me just ask one question that—or two here—that concerns
us all, and we are going to be holding some field hearings on it.

So I guess my question is, to what extent have you back-up
power generation for your satellites and ground systems in the
event of a power outage and potentially damaging power surge?

That is what worries me more than a lot of the things that can
happen in microchips; that when they happen there, they can have
a major impact on our economy and just wipe out the communica-
tions, power, all of that, in a particular area.

What reaction do you have to that?

Mr. Holcomb.

Mr. HoLcoMB. We have, since the inception of the space pro-
gram, had to deal with the anomalies of that nature. Most all of
our systems—ground systems-—have current provisions for backup
power in them. A typical facility has a capacity of 2 weeks, and be-
yond that, if we need more power, we bring more fuel to the gen-
erators. This is present at most of our major control facilities. It is
not at all of our data capture facilities, and we are looking at the
degree to which we need to extend that capability into other as-
pects of our ground systems.

But we do have backup power to assure that we will not lose any
of our spacecraft in orbit.
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We will be refining our contingency plans over the next 6
months. We’ve already developed one set of contingency plans, and
we will be looking at where we extend that. I, in fact, will be hav-
ing all of the NASA Y2K managers in town next week to go over
all of our contingency plans and review them in depth.

1 would also say that it has come up on several occasions, what
are we doing about backup power for our Moscow Control Center?
That is a key issue that we are concerned about, and we will be
developing specific backup power capability for that facility.

Mr‘,? HORN. Are you familiar with the Boeing Sea Launch oper-
ation?

Mr. HoLcomB. [——

Mr. HorN. Launching satellites at the equator?

Mr. HoLcoMB. I'm very—D'm a little familiar with it, but not
very.

Mr. HorN. I just wondered if you were looking at that because
that’s involved a four-country consortium—I believe Norway,
Ukraine, Russia, and the United States—and I would think what
you might find out in other foreign situations might also apply to
that one which seems to be quite a success at this point.

Well, Mr. Rhodes, let me ask you how can the Federal Govern-
ment better publicize the need for consumers to have their Global
Positioning System and related receivers checked for end-of-the-
week and the Year 2000 compliance issues?

Mr. RHODES. Well, first of all, there is a great deal that the Gov-
ernment does publish. I stated earlier that the Coast Guard is re-
sponsible as the liaison to the civil sector. The Department of De-
fense, in the Air Forces—United States Air Forces’ web page has
a great deal of information about the Defense Department procured
receivers.

The concern that I have is that—as with all situations of public
outreach—you are placed in a position—the Coast Guard is placed
in the position of having list after list after list after list of receiver
manufacturer, but they are also placed in the position of saying we
haven’t validated what the receiver manufacturer says—basically,
caveat emptor, you know, use at your own risk. If there can be—
I don’t know; if you had a field hearing or hearings and had the
receiver manufacturers come in and discuss it, that- would be real-
time information.

But there is a great deal of information available on Government
websites; it is just, you know, we don’t have the ability to do the
validation and verification of what the manufacturer is actually
holding up.

Mr. HORN. Yes, I notice in a lot of the journals that relate to spe-
cific segments of the space community and the defense community,
that they are suddenly waking up now—|Laughter.]—and advising
their clientele, if you will, how best to focus in on some of these
questions.

Mr. RHODES. Right.

Mr. HORN. And I just wonder if both the General Accounting Of-
fice, the Defense Department, NASA might all want to focus in on
some of these things and use those publications to reach the people
that can do something about it—just to advise that as a 2-cent non-
consultation view.
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[Laughter.]

Dr. Langston, for the Department of Defense, as I looked at your
written statement, you had a number of charts and illustrations.
And on one, you showed several functionally end-to-end evaluations
which will not be complete until October, I think the Army, the
Navy personnel. And 1 guess, in your opinion, does this provide
enough time to fix remaining problems in the event that these tests
find significant issues? Is there enough time?

Mr. LANGSTON. Sir, the majority, as I reported earlier, of our
operational evaluations on functional end-to-end tests are to be
completed this June. What we have scheduled and what was rep-
resented on those charts are backup, secondary testing periods for
us to capture time to go back for any systems that we have found
problems in and for those few systems where we were not able to
complete the full remediation prior to the period of the first phase
of our end-to-end testing period. So, we feel confident that we will
have time to repair those systems.

And we also, of course, are testing our contingency plans—both
our system contingency plans and our mission function contingency
plans—to ensure that we can operate should we have any condi-
tions that arise related to that.

And if I could comment on your last question to Mr. Rhodes. I
have in front of me 5 pages of web printout that comes from the
Coast Guard web station—web page—that talks about the over 50
manufacturers that provide commercial receivers. And what you
find on these pages is both the point of contact, a phone number,
a fax number, and generally a web address so that they can—get
more information on the receivers made by that manufacturer.

I could also make available——

Mr. HORN. Madame Chairman, I'd like to have that material put
in the record at this point.

Mr. LANGSTON. Thank you, sir.

Chairwoman MORELLA. Without objection, so ordered.

[The information follows:]
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Mr. LANGSTON. And I would also be glad to submit the web page
addresses for both the Coast Guard page and the Air Force DOD
pages that reflect this information if you would like.

Mr. HORN. Yes.

Chairwoman MORELLA. Seeing no objection, that will also be part
of the record.

[The information follows:]
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Mr. LaNGSTON. Thank you.

Mr. HOrN. I was interested when you mentioned contingency
program. I’'m assuming you are not using the United States Post
Office, but the rest of the Executive Branch say the Post Office is
their contingency on delivery of checks and so forth if electronic
means do not work. And then we had a hearing with the Post Of-
fice and we found out the Post Office has no contingency plan. So
I think you might be way ahead of everybody else when you are
coming to contingency plans, and you won’t have to depend on the
Post Office no matter how able they are.

Thank you, Madame Chairman.

Chairwoman MORELLA. Thank you, Chairman Horn.

I am now pleased to recognize Mr. Larson from Connecticut.

Mr. LARSON. Thank you, Congresswoman Morella, and I com-
pliment you again on this hearing this morning.

And I want to thank the members of the panel, and I apologize
for having arrived late.

And I just have a general question. And, in fact, if you've gone
over it already and it is part of the record, truly, I can catch up
on that, but can you explain to me how this rollover takes place
in August and what the ramifications of the August rollover is? Is
tl;la}tlgf)testing of all of our satellite systems? How does that really
unfold?

Mr. RHODES. Well, the GPS keeps time onboard each of the sat-
ellites. And what it keeps track of are the weeks and the seconds
within the weeks. And the maximum number of weeks that it can
count up to is 1,024; it can’t go to 1,025. And if it is at 1,022, it
just counts up to 1,023, 1,024, and then back to 0.

What that does is there’s an internal clock; there is an internal
timer, and it just keeps ticking away. It is not tied to a day; it is
not tied to a date; it is not tied to anything specific on a calendar.
It is just an incrementer. It is like an egg timer that is working
in reverse; it is counting up instead of counting down. Well, when
it gets to 1,024, the bell rings and it starts over again. That is the
problem—the condition in a nutshell.

Mr. LARSON. Is this a glimpse—I guess, you know, in talking
with staff, is this a glimpse or a precursor to what could happen
;ilth respect to Y2K, or is this apples and oranges? What, you

OW——

Mr. RHODES. This actually happens in a lot of different systems.
The reason that it has come to the forefront in GPS is that the gen-
eral populous uses GPS. I was describing earlier, you know, Forest
Service uses it. There are fire departments, emergency services,
telecommunications networks that are synchronized to GPS, so
there are lots of—it is in the public more than some other sat-
ellites. But this goes on in satellite systems all over.

Mr. LARSON. So it is not a direct—it is not directly analogous to
what happens in Y2K? And so in August, there is no need for con-
cern that this will just flip, go back to zero, and start all over
again?

Mr. RHODES. The satellites—there is no concern with the sat-
ellites. There is no concern with the ground segments. The concern,
itself, is with what you individually own and how you use what you
individually own. If you have your own GPS receiver——
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Mr. LarsonN. I see.

Mr. RHODES [continuingl. And it is old, you know, it is older than
5 years, you may have a problem with it.

Mr. LARSON. Okay.

Mr. RHODES. But it is easily replaced. That is where——

Mr. LARSON. And is there information out on that, and signifi-
cant and, you know? Is that carried on websites?

Mr. RHODES. Yes, as Dr. Langston pointed out——

Mr. LARSON. And I apologize. I am sure you probably may have
gone over this already, and so I——

Mr. RHODES. No, that is fine. As he was just discussing, the
Coast Guard has their website, and the United States Air Force
has their website which lays out the defense and civil, so it is the
ones that have been procured by the Defense Department, as well
as the ones that are available commercially. )

Mr. LARSON. In fact, the Coast Guard Academy is in my home
State of Connecticut, out of New London, and I was planning on
doing a visit down there. Is that where the website emanates from
or is it from another?

Mr. LANGSTON. Sir, I'm not certain of where it emanates from,
but as you know, it doesn’t really matter where——

Mr. LARSON. Matter where——

Mr. LANGSTON [continuing]. A website emanates from.

Mr. LARSON [continuing]. Exactly.

Mr. LANGSTON. They are accessible by all.

I do not have the exact information for you on what notice to
mariners have been put out by the Coast Guard, but I'm certain
that the Coast Guard has done notice to mariners to help them be
aware of this problem as well, so I am sure that we are doing as
much as possible to notify everybody about the need to fix or check
their receivers.

And if there is at all a rosy side to this particular end-of-week
rollover problem, it is that there will be some additional awareness
brought to the public for events or discontinuities that occur early
on in August as opposed to——

Mr. LARSON. To January.

Mr. LANGSTON [continuing]. Moving on into the 2000 rollover
date; yes, sir.

Mr. LARSON. Thank you very much.

Chairwoman MORELLA. Thank you, Mr. Larson.

We've been joined by Mr. Weiner, from New York, and also from
Ms. Biggert, who is the Vice Chair of the Government Management
Subcommittee.

So I am going to defer to you and recognize you, Ms. Biggert, and
then, Mr. Weiner.

Ms. BIGGERT. Thank you, Madam Chairman. 1, too, apologize for
not being here for the testimony. I think we have so many meet-
ings that it is running from one to the other, but I apologize.

This is a general question. For example, with the satellites, most
of—I would assume that—or with NASA—that the technology is
really up to date more so than our toasters or our heating thermo-
stats and things, so is that true? Is there a lot—has there been a
lot less to do to ensure that there is Y2K readiness?

Whoever wants to answer.
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Mr. HELM. Well, thank you; that is an excellent question.

Representing the commercial space community, yes, certainly our
systems are much more sophisticated, and I believe that we right
in the design phase would not have allowed in our satellites a crit-
ical timing mechanism that would be related to a date. All of our
timing mechanisms within our spacecraft may have an epic date or
a reference date, but their timing mechanisms, usually timing in
parts of a second, and they are not date-sensitive. They are not re-
lated to a specific calendar date, so we won’t foresee any problems
within the commercial space segment.

Ms. BIGGERT. Is there a problem, then, as far as working with
other systems? We hear about the others with the utilities or, you
know, the electricity or something where there will be a failure
someplace else that would affect—will that affect you also? Are
there other systems that you have no control over that could affect
the—

Mr. HELM. Well I think we have heard some excellent com-
mentary from Mr. Rhodes who—and also from Dr. Langston. As
you go perhaps down lower in the communities—and I was think-
ing earlier about a person who has a GPS receiver in Alaska, for
example, but is not perhaps computer literate who is not on the
Internet. If we need to inform that person that they may have a
problem—they may have a mine up in Alaska that where they are
using GPS equipment, but they are not on a computer network.
Well, that is an information problem that we need to make sure
that the information gets out, and the public—and I commend,
again, these kinds of hearings that bring to our society an aware-
ness that there are potential problems.

Certainly—and as I said in my testimony—as we also get over-
seas, outside of the United States and outside of the more estab-
lished communication systems, I think we may see some problems,
although I don’t believe that they are going to be a major effect on
either commerce or society, although there are certainly going to be
some outages.

Ms. BIGGERT. For example, like in our military bases overseas,
do they really have to be self-sufficient then to be able to ensure
tha;: on the rollover of January 1, that they will continue to oper-
ate?

Mr. LANGSTON. To the degree possible, ma’am, we certainly try
to make our bases self-sufficient. However, the reality is that all
of our bases are dependent upon external services, particularly
power and sometimes fuel and sometimes food and sometimes
other services such as garbage disposal, from their local commu-
nity. So one of our major efforts within the Department is to vali-
date and certify all of the installations throughout the Depart-
ment—there are over 600, as I have reported—and try to verify
that we are in good shape. Now in every case, that is not possible,
because every local community is not capable of guaranteeing to us
that they can provide power, water, et cetera.

We are particularly interested in our overseas bases and the sup-
port from host nations for critical services to those bases. And we
have an activity ongoing right now working with the State Depart-
ment and working with our internal DOD folks to validate the rela-
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tionships between those host nations and our local bases. And we
will continue to work that throughout the year.

Ms. BIGGERT. Thank you.

I guess even in the United States I think it is very difficult to
find a generator to use as a supplement right now, that they have
been sold out for quite awhile. It would be a good business to be
1n.
Thank you very much.

Thank you, Madame Chairman.

Chairwoman MORELLA. Thank you, Ms. Biggert.

1 wanted to acknowledge the presence of Mr. Wu, from Oregon;
Mrs. Maloney, from New York; Mr. Smith, from Texas.

You can see that we’ve got—we do have many, many meetings
taking place, but the members of these subcommittees have been
very responsible in looking at the record and following these issues
thoroughly.

Before I defer to one of them, I wanted to ask you, Dr. Langston,
how much money has DOD spent on Y2K compliance? And is it
enough? I mean do you need more?

Mr. LANGSTON. Madam, we have reported to OMB in our last
quarterly report that we’ve expended $3.7 billion on Year 2000.
That includes the receipt of over $900 million in the supplemental
funds for Y2K, plus monies that have spent throughout the pre-
vious years up to that point when supplemental money was added
into the repair bill.

Chairwoman MORELLA. Are you in good shape now?

Mr. LANGSTON. We believe that, with the addition of the $165
million remaining supplemental from the $1.1 billion supplemental,
that we will be capable of repairing and completing the job of Y2K.
However, Dr. Hamre, our Deputy Secretary, has said independent
of whatever monies are received through the Congress, this is still
our number one priority, and we will make it a priority to spend
money to make these repairs no matter what. And we have not
asked for additional monies.

Chairwoman MORELLA. You know I remember when the first re-
quest was put in for money, the estimates for the entire Y2K reme-
diation was like $2.3 billion? My, how that, like topsy, has grown
and filtrated.

Do you intend to ask for anymore money?

Mr. LANGSTON. No, ma’am; at this point, we do not intend to ask
for anymore.

I would just comment that one of the reasons that the dollar fig-
ures have grown is, as people understand that it is much more in-
grained as a problem than had been originally thought, and as we
have gone into these significant end-to-end testing environments
where we have marshalled a large amount of resources to verify
and build confidence to help mitigate this risk that has been part
of what has caused the bill rise.

Chairwoman MORELLA. I have other questions I would like to
submit to you, but I'd like to—since we are going to be going to
vote, and I see no need to keep the Committee going after the
vote—maybe I will defer to my colleagues to see if there is any spe-
cific question they would like to ask. Ms. Maloney?

Mrs. MALONEY. I have just one; yes.
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Chairwoman MORELLA. May 1 defer, Mr. Horn, to Mrs.
Maloney——

Mr. HORN. Yes, please.

Chairwoman MORELLA [continuing]. For a quick question?

Mrs. Maloney, you have a question?

Mrs. MALONEY. Just a very brief question, but first I'd like to
really compliment the leadership of the gentlelady and the gen-
tleman. They have really followed the Y2K problem, the challenge,
just with great determination and have made, I think, a tremen-
dous, positive impact on the challenge of being prepared. And you
just keep on it. Connie, and, Steve, you are doing a great job.

I would like to ask Dr. Marvin Langston this question—from the
Department of Defense, on March 26, 1999, the Office of Manage-
ment and Budget distributed a list of 42 high-impact federal pro-
grams. And on that list, the Department of Defense has two pro-
grams—military hospitals and military retirement. And can you
tell us what DOD is doing to assure that these high-impact areas
are addressed and that your state- and private-sector partners will
be ready in time so that these important federal benefits will not
be disrupted.

Mr. LANGSTON. Yes, ma’am. Thank you for that question. That
list of high-impact systems is derived based on the impact that
those systems potentially have on citizens, and they were not put
on the list based on our specific remediation for those systems.

So, in those two particular systems—the federal retirement sys-
tem—that is a system that has been remediated and validated, and
our hospital support systems are also fully remediated and vali-
dated. And, in fact, in our hospital systems, the only remaining ac-
tivity is buying medical testing devices of which we are repairing
or replacing as many as possible. And as we get to the end of the
period of time, there will be some numbers, because this is a sig-
nificantly large number—in the hundreds of thousands—that will
not be completely repaired or replaced, and they will be, therefore,
taken offline prior to the Year 2000 rollover. And we will operate
our hospitals with the smaller numbers of medical devices.

And so we feel confident in all cases related to those areas that
we are in good shape.

Mrs. MALONEY. That is great. Thank you.

Chairwoman MORELLA. Ms. Biggert, did you want to add any
final note?

Ms. BIGGERT. No, Madam Chairman.

Chairwoman MORELLA. Are we doing anything to assist the Rus-
sians or any of the other nations that are so behind us with regard
to defense? I mean are we using any of our expertise—if I could
get a brief comment on that.

Mr. LANGSTON. Yes, ma’am. We have actually a team, again, for
the third visit to Russia en route right now to a follow-on meeting
with Russia. We are particularly interested in the nuclear weapons
relationship and shared early warning, or what we are calling the
Center for Strategic Stability. And we are actually working to get
the Russians to join us to have people in country in a shared sta-
bility center in Colorado to support making sure that they have in-
formation about our early warning systems and that they can
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share that with their weapons controllers so that there is no
miscommunication that could cause accidental launches.

We also are working very diligently with NATO to work through
all of the NATO countries to make sure that they step up to and
support the Year 2000 problems as much as possible. In some
cases, they have gotten a late start, and we are helping them in
every way possible. And we will also outreach, as I said, to all of
the countries that are host-nation support countries to our bases
overseas.

Chairwoman MORELLA. I hope that you will all feel free to con-
tact these Subcommittees if there is anything that we need to do
or any word that we need to get out, any situations that you think
we can assist with, in terms of probing or whatever might be nec-
essary.

But I want to thank Mr. Holcomb and Dr. Langston, Mr. Helm,
Mr. Rhodes for being with us. And we will submit questions to you;
that is adequate. Thank you very much.

And the Subcommittees are now adjourned.

{Whereupon, at 11:34 a.m., the Subcommittees were adjourned.]

iInformation regarding Global Satellite Communications Tech-
nology and Systems follows:]
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PREFACE

In 1992 NASA and NSF commissioned a panel of U.S. satellite engineers and scientists to study
international satellite R&D projects in order to evaluate the long-term presence of the United States in this
industry. The 1992-3 study that resulted concluded that the United States had lost its leading position in
several critical communications satellite technologies. In the five years since that study, the satellite
communications industry has become an even larger industry than most had predicted, increasing from $11
billion in 1992 to $20 biilion in 1996. Far from being supplanted by fiber or other communications networks
as some suggested would happen, satellite ies and i are ding as more countries

blist ions satellite capabilities. Thus, while it appears certain that satellites will continue to
play a crucial part in the transmission of information, the question remains whether the United States will be
able to keep pace with advances in especially Europe and Japan.

ool ¥

With the technological advancements of the industry and its worldwide growth, NASA and NSF
commissioned a panel to extend the scope of the earlier study and to include Korea in addition to North
America, Europe and Japan. Reports on the burgeoning satellite technology industry in Brazil, India and
Israel are also discussed in this study. I accompanied the panel on many of its site visits and was impressed
by the growth of the satellite indusiry that has taken place in the last five years. The international scope of
the industry is such an important aspect now that all concerned agreed we should title this report, Global
Satellite Communications Technology and Systems. The report also expands upon the 1992-93 study and
includes policy and regulatory issues that are becoming increasingly important to this global industry.

As with the first panel, the members selected for this study are experts in their fields, each having decades of
experience in satellite cc icati Many of the panelists have participated in both studies and several
of the team were personally responsible for many of the pioneering developments in satellite
communications that made the United States predominant in this field for so many years.

The study team found that many European and Asian governments are increasing the funding of commercial
communications satellite R&D and are posing a serious challenge to U.S. preeminence in several important
areas. The United States continues to be at the forefront in the develop of new technologies and the
manufacture of new communications satellites. Current levels of research and development funding do not
guarantee that this will remain the case. Similarly, the United States is no longer the major provider of
satellite launch services and there is a critical need for lower cost and more reliable launch vehicles. In
shont, if the U.S. communications satellite industry is to remain vibrant, greater funding by both industry and
government will be necessary.

NASA certainly recognizes the role it must play in ensuring that the U.S. communications satellite industry
remains strong. This study is one means to help encourage and support the research and development of
technologies that are crucial to the U.S. aerospace industry. This report suggests, for instance, that there are
many opportunities for international cooperation and collaboration among government and industry. Such
collaboration is not only beneficial but will be ial to the continued gth and growth of the industry
in the United States. In recognition of the global importance of satellite communications, NASA took part,
in March 1998, in one of the first U.S. trans-Pacific experiments, an event that linked the continental United
States, Hawaii, and Japan. Similar experiments are planned in the near future. It is increasingly clear that
satellite technology will be a crucial comp of cc icati hi that will also inclide
wireless and fiber optic networks. Now that the satellite industry is truly global it is imperative that
networks provide “seamless” integration of services to the numerous users throughout the world who will
depend upon such services for everything from news gathering and education to medical diagnosis.

1 wish to thank all of the members of the NASA/NSF Panel on Satellite Communications Technology and
Systems for their untiring efforts, ially idering their ext ing travel schedules. Their work on
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i Preface

this report is, as you will find, truly impressive. We are especially grateful to the panel's co-chairs, Joseph N.
Pelton of the Center for Applied Space Research at George Washington University and Alfred U. Mac Rae
of Mac Rae Technologies and the former Director of AT&T Skynet Satellite Communications Laboratory.
Paul Herer of NSF deserves special thanks for his invaluable assistance and his strong support. Very special
thanks goes to our report editor, Geoff Giffin, for his many constructive suggestions in the report
organization and his in contribution in editing and correcting the report. Finally, I would like to
offer particular thanks to the ITRI staff at Loyola College. Their attention to the day-to-day details of the
study contributed greatly to the quality of the effort. In particular, I would like to thank Geoff Holdridge,
Cecil Uyehara, Aminah Grefer, Duane Shelton, and Chris McClintick for their support and careful
management of this complex project.

Ramon DePaula

National Aeronautics and Space Administration

‘Washington, DC

December 1998
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FOREWORD

Timely information on scientific and engineering developments occurring in laboratories around the world
provides a critical input to maintaining the economic and technological strength of the United States.
Moreover, sharing this information quickly with other countries can greatly enhance the productivity of
scientists and engineers. These are some of the reasons why the National Science Foundation (NSF) has
been involved in funding science and technology assessments comparing the United States and foreign
countries since the early 1980s. A substantial number of these studies have been conducted by the World
Technology Evaluation Center (WTEC) managed by Loyola College through a cooperative agreement with
NSF.

The purpose of the WTEC activity is to assess research and development efforts in other countries in specific
areas of technology, to compare these efforts and their results to U.S. research in the same areas, and to
identify opportunities for international collaboration in precompetitive research.

Many U.S. organizations support sub ial data gathering and analysis efforts focusing on nations such as
Japan. But often the results of these studies are not widely available. At the same time, government and
privately sponsored studies that are in the public domain tend to be "input” studies. They enumerate inputs
to the research and development process, such as monetary expenditures, personnel data, and facilities, but
do not provide an assessment of the quality or quantity of the outputs obtained. Studies of the outputs of the
research and development process are more difficult to perform because they require a subjective analysis
performed by individuals who are experts in the relevant scientific and technical fields. The NSF staff
includes professionals with expertise in a wide range of disciplines. These individuals provide the expertise
needed to assemble panels of experts who can perform competent, unbiased reviews of research and
development activities. Specific technologies such as telecommunications, biotechnology, and
nanotechnology are selected for study by government agencies that have an interest in obtaining the results
of an assessment and are able to contribute to its funding. A typical WTEC assessment is sponsored by
several agencies.

In the first few years of this activity, most of the studies focused cn Japan, reflecting interest in that nation's
growing economic prowess. Then, the program was called JTEC (Japanese Technology Evaluation Center).
Beginning in 1990, we began to broaden the geographic focus of the studies. As interest in the European
Cc ity (now the Europ Union) grew, we added Europe as an area of study. With the breakup of the
former Soviet Union, we began organizing visits to previously restricted research sites opening up there.
Most recently, studies have begun to focus also on emerging science and technology capabilities in Asian
countries such as the People's Republic of China.

In the past several years, we also have begun to substantially expand our efforts to disseminate information.
Attendance at WTEC workshops (in which panels present preliminary findings) has i d, especiaily
industry participation. Representatives of U.S. industry now roulmely number 50% or more of the toml
attendance, with a broad cross-section of government and academic representatives making up the
remainder. Publications by WTEC panel members based on our studies have increased, as have the number
of p ions by panelists at professional society meetings.

The WTEC program will continue to evolve in response to changing conditions. New global information
networks and electronic information management systems provide opportunities to improve both the content
and timeliness of WTEC reports. We are now disseminating the results of WTEC studies via the Internet.
Twenty of the most recent WTEC final reports are now available on the World Wide Web
(http://itri.loyola.edu) or via anonymous FTP (ftp.wtec.loyola.edu/pub/). Viewgraphs from several recent
workshops are also on the Web server.
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iv Foreword

As we seek to refine the WTEC activity, improving the methodology and enhancing the impact, program
organizers and pa.mmpants will continue to operate from the same basic premise that has been behind the
program from its pti ie., imp of international devel ignificandy
enhance the scope and effectiveness of international collaboration and thus bcnzﬁl the Umted States and all
its international partners in collaborative research and development efforts.

Paul J. Herer

Directorate for Engineering
National Science Foundation
Arlington, VA
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EXECUTIVE SUMMARY

INTRODUCTION

In 1992, the National Aeronautics and Space Administration (NASA) and the National Science Foundation
(NSF) commissioned a panel of U.S. satellite engineers and scientists to study international satellite R&D
projects to evaluate the long-term presence of the United States in this industry. The 1992/1993 study
covered emerging systems concepls, applications, services and the associated technologies in Europe and
Japan. The principal conclusions of that study were that the United States had lost its leading position in
several critical ¢ ications satellite technol and that the U.S. business lead in this market was at
risk.

NASA and NSF recognized that major changes occurred in the global satellite communications business in
the intervening five years, and in 1997 commissioned a new panel to undertake another worldwide study of
this industry. This 1997/98 study differs from the one conducted in 1992 by including market, regulatory
and policy issues in addition to technology and systems. In contrast to the 1992 stady when only sites in
Europe and Japan were visited, this study included site visits to many institutions in North America as well
as in Europe and Asia. This panel was composed of individuals representing industry, academia and
government organizations, half of whom were also on the 1992 panel. The panel either visited or conducted
interviews with 61 satellite manufacturers, service providers and R&D laboratories, in 14 countries in North
America, Asia and Europe.

This report details the information collected in the site visits, provides supplementary information on
communications satellite markets and technology, projects trends, provides a perspective of this increasingly
global business, and compares satellite communications activities in other countries to those in the United
States. In addition, the report has benefited from review by an independent panel, compased of experts from
industry, government and academia.

PRINCIPAL OBSERVATIONS AND CONCLUSIONS

1. The panel observed that many European and Asian governments are maintaining or increasing
their ing of cial i satellite R&D. The U.S. government, on the other
hand, does not appear to be supporting such R&D at the level that is necessary to continue the
leading U.S. market share position in this growing business. The current level of NASA R&D
funding in this area is barely adequate to meet the competmve challenge posed by uther nations.
There is a critical and growing need for new technology in this tech ive industry.
Continued funding for the long-term R&D programs at NASA, DOD, and NSF is crucial to the
continued success of the U.S. commercial satellite communications industry in the next century.

NASA and Department of Defense (DOD) R&D funding of previous decades played a key role in
building the technology base that is the foundation of the current market success of the U.S. satellite
communications industry; continued NASA and DOD R&D in this area will be critical to its future
success. DOD support for satellite communications R&D (several hundred million dollars per year)
does bring considerable benefits to the commercial sector, but is focused on DOD requuemen\s The
character of NASA’s R&D program and its benefits to the cc ial satellite i

industry differ from the DOD program, particularly with regard to pressing commercial issues such as
protocals and dards, which are especially imp for the interoperability of the terrestrial and
satellite communications networks, spectrum allocation, and the use of satellites in the global
information infrastructure (GII). NSF has supported programs at universities that have benefited
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satellite communications also. This work, especially on high speed materials and devices as well as
protocols, needs to continue. The members of this panel are concerned that cutbacks in government
support and funding of long-term satellite and high frequency research work may eventually result in the
erosion of the dominant position that the United States now enjoys, and in the loss of the benefits this
industry brings to the United States in terms of high paying jobs and positive contributions to the
balance of trade.

While U.S. manufacturers are developing short-term, or competitive, technologies, they recognize that
longer term work is being neglected. As a result of the panel’s investigation into technology and new
markets, it has identified several possible candidates for long-term U.S. government supported R&D
that will enable U.S. industry to maintain its lead in the development and manufacture of the
commercial communications satellites of the future. They include:

e batteries and fuel cells

«  high power components and structural elements

o materials and structures for numerous electronic devices, including solar cells and high frequency
devices (>20 GHz)

o materials that are light in weight and strong for structural applications

o devices and structures for phased array and multiple spot beam antennas for use on the ground and
in space

e radiation resistant device structures and circuits

o techniques, materials and structures for the transfer and dissipation of heat

¢ optical components and sub-systems

e networking technology for the seamless integration of high data rate communication satellites and
terrestrial facilities

o large, deployable antennas (> 25 meters in diameter)

The United States is the leader in the manufacture, insertion of new technology, development and
finance of new commercial communications satellites, but foreign competition is increasing and
this point needs to be addressed for the United States to maintain this lead. Further, the United
States has lost its preeminence in the satellite launch service area and this must be viewed with
concern. In addition, there is a critical need for lower cost and more reliable launch vehicles.

Today, the U.S. aerospace industry is strong. Not only have the traditional leaders such as Hughes,
Space Systems Loral, and Lockheed Martin grown stronger, but there is new strength coming into the
competitive commercial satellite communications sector from Motorola, Boeing/Rockwell, Raytheon
and elements of technical and systems strength from Ball and TRW. In addition, numerous other
companies, many of them small, play a vital role by supplying components and sub-systems to the
industry. U.S. companies lead the global manufacture of large commercial communications satellites.
However, the manufacturing base is expanding to other parts of the globe as foreign companies are
entering this market by providing the above-mentioned U.S. companies with piece parts and sub-
systems. In addition, we are seeing the emergence of a stronger international presence in the
manufacture of sateilites, with Matra Marconi, Alenia Spazio, Alcatel, Mitsubishi, Toshiba and NEC all
competing for this business.

The strongest evidence of growing foreign participation in the satellite industry is in launch services.
Here, the United States is no longer the leader. Approximately half the large commercial satellite launch
service business is provided by Arianespace (dominated by the European Union), with the United States
a close second, followed by Russia. China and Japan have entered this business, and several new
companies are emerging, such as the Sealaunch international consortium. Countries as well as
international consortia will contend for future launch service business. Despite the increased number of
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new launch service providers, the cost of Jaunches has not decreased appreciably and there is a need for
a concerted effort to develop lower cost access 1o space. In addition, launch failures occur too
frequently. This is a concern to the investment community, since these failures add cost to the
communications services and uncertainty to the dates of service. More reliable launch services need to
be introduced into this industry.

Finally, we are seeing new and specialized development of satellite ications technologies and
systems in space and on the ground in such countries as India, Israel and Korea, which could grow into
important elements of the space communications business over the next ten years.

Commercial communications satellite services are rapidly becoming a large and global business,
increasing from $11 billion in 1992, to $20 billion in 1996 to our projected figure of $75 billion in
2005.'

The satellite communications service industry has grown more rapidly than was forecast in the
1992/1993 WTEC study. This growth has been a global phenomenon as the economies of the world
have improved, requiring increased communications services for both business and consumer markets.
The recent large and rapid expansion of business and consumer terrestrial mobilé and Internet
communications services has opened new opportunities for satellites. Mobile and Internet transport and
access businesses, in particular, have stimulated the demand for new multi-satellite constellations to
serve this market on both an intemational and regional scale. Growth in these areas, coupled with the
global increase in TV viewership and high data rate transport, has been responsible for the recent and
future anticipated growth. There is also new demand for integrated satellite/terrestrial communications
that will enable the transport of information seamlessly across these transport media. These large and
rapidly growing satellite based business opportunities have attracted the attention of government and
industrial interests of many countries, and these nations are making significant investments of new
capital to enable them to participate in this growth market. Many countries have allocated funds for
satellite R&D projects to ensure their long-term presence in the commercial satellite industry. The
expansion of satellites into new applications and the increased global demand for satellite
communications services have attracted the attention of the investment community. This has resulted in
the formation of new satellite service providers and stimulated mergers and acquisitions, the creation of
new companies, the formation of global partnerships and the privatization of formerly public satellite
service organizations. The United States in particular leads the way in proposals for new services and
new satellites and in the innovative financing of new ventures to provide these services.

New technology is being inserted into cial satellite icati at an increasingly
rapid pace.
In the past, c ial ¢ ications satellite f: ing and service provider organizations

tended to be conservative and to be hesitant about inserting new technology into satellites. This has
hanged in resp to the i need to serve customers’ burgeoning demand for entertainment
programming (TV), mobile communications and access to high bandwidth Internet data. Industry is
inserting new technology into satellites at a rapid pace. Recent examples include onboard processing
and switching, more efficient solar cells, higher power components, more efficient heat dissipation
techniques, electric-based station keeping thrusters, intersatellite links, large antennas, phased array
antennas, antennas with numerous spot beams and improved TWTAs. Increasingly, the satellite is no
longer being viewed as a simple “bent pipe” but as an important component of a large global
communications networking system, requiring interoperability between the satellite and terrestrial
components and thus compatible protocols and standards. This integration of satellites into the giobal

' These figures are satelli lated revenues for ications and include esti “‘retail sales” where possible.
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network will require the satellite industry to assume large software operations and develop new end-user
services.

Aerospace communications companies worldwide are from their tr role as

equipment vendors into the end service provider business.

Traditional satellite manufacturers such as Hughes and Loral are in the transponder lease business and
Lockheed Martin is in the launch services business. However, these manufacturers are now becoming
directly involved in providing end-services to the consumer, which is very much in evidence with DBS,
mobile satellite services and Internet access businesses. The most significant change will come with the
deployment of $50 to $80 billion worth of new multimedia, high data rate satellites early in the next
decade. The new satellites, which will operate at the very high Ka and V-band frequencies, will provide
services using very small micro-terminals or uitra-small aperture terminais. Unlike today’s VSATSs,
these small terminals will provide a “universal service” for fixed or mobile customers requiring wide or
narrow band services and will connect home and business users at the expected low cost of under
$1,000 per terminal, with an objective of less than $250.

Commercial communications satellites are increasingly being used to provide services directly to
the end s, creating a p ially large terminal industry.

In the past, the principal customers for communications satellite services were large communications
carriers, PTTs and medium to large sized businesses. This emphasis is changing rapidly into a business
that will be dominated by the needs of the end-consumers, individuals located in homes and small
businesses, often in competition with established communications and cable TV carriers. As such, the
terminals, whether they be handheld units or units with small antennas attached to the home and
connected to indoor electronics, will be manufactured in large quantities and cost less. The terminal
business, especially the new multimedia, high data rate networks, has the potential to exceed the size of
the satellite manufacturing and launch busi Mobile cc ications, access to Internet data, and
television and entertainment programming provided by satellites will drive these satellite based
consumer electronics markets.

Satellite manufacturing is attaining maturity and is starting to follow manufacturing procedures
that are similar to those used by the automobile industry.

Satellite manufacturers do use some in-house manufactured components and sub-systems, but they are
increasingly becoming dependent on the supply of many items from low cost, highly reliable global
suppliers. Satellites are assemnbled, tested and shipped from facilities that place emphasis on concurrent
engineering, computer aided design, quality concepts, expedited materials flow, low cost and rapid
delivery time. While U.S. companies continue to dominate the manufacture of communications
satellites, other nations are rapidly acquiring the expertise to compete effectively with the United States.
In addition, it is now relatively common for companies located all over the globe to apply their
expertise, focus on the development, manufacture and delivery of specific components and/or sub-
systems and ship them to the satellite manufacturers. These niche players have been quite successful.
No longer does a satellite manufacturer make everything, or almost everything that goes into a satellite.
The manufacturers now shop around the globe for many of these specialty items. The competitive
advantage goes to those companies that can manufacture at lowest cost and demonstrate the highest
reliability and the shortest delivery time, all the while maintaining proprietary design concepts and
inserting proprietary new technology into their satellites. The industry has matured to the point where
companies do their own short-term development, often concurrent with manufacturing. In many
instances, they just buy the technology. The f: of satellite and sub-syst is
becoming a global business.
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The advent of constellations containing numerous satellites, such as Iridium LLC, Globalstar LP and
ICO Global Communications Holdings, has also added a new approach to the manufacture of satellites.
These satellites are constructed on assembly lines. The study team saw eight being manufactured at a
time at both Motorola (Iridium) and Alenia Spazio (Globalstar) facilities. These satellites contained
many off-the-shelf components and sub-assemblies manufactured by other companies. Complete testing
tends to be done on a few satellites to verify design concepts, while sample testing is done on the rest of
the satellites to assure that the quality control processes are intact. Common buses and design concepts,
along with improved manufacturing processes, have reduced the delivery time of large geosynchronous
(GEO) satellites to 18 months, or less, a major improvement over the typical three year delivery time of
five years ago.

The increased global interest in the use of satellite based communications systems has created a
demand for spectrum and orbital slots that exceeds availability. In addition, there is competition
for much of this spectrum from terrestrial wireless systems.

A plethora of (apparently) “paper satellites” (a term referring to the filing of claims for spectrum
allocation and orbital slots that may never be used) often creates contention between the
communications interests of nations and companies, which is not resolved easily. Joint allocation of
spectrum with satellite and terrestrial communications systems also creates interference problems that
are not easily resolved. While the Federal Communications Commission (FCC), World Radio
Communications Conference (WRC) and the International Telecommunications Union (ITU) have
sought to settle many of these issues and disputes, it is expected that these problems will get
progressively worse as the demand for space communications services increases. New procedures to
resolve these issues need to be developed.

Future devel of cial satellite icati appears to hinge on key regulatory,
trade, spectrum, and inter-operability and standards issues as much as new technology
development—and here government leadership and initiative will be the key.

The opening up of world trade in telecommunications services will affect the satellite communications
industry in many important ways. New competitors and new trade entrants are as likely as not to use
wireless and satellite systems to accomplish their goals. Despite gains under the new World Trade
Organization’s General Ag on Telecc ications Services there are still some difficulties in
achieving direct satellite access to global markets. In the area of spectrum, new ways of allocating
frequencies over broader multi-purpose service categories and new techniques to mitigate interference
with both other satellites and with terrestrial service facilities need to be developed and then agreed to
globally, Perhaps most critical is the need for inter-operability standards to seamlessly connect new
satellites with terrestrial networks for public telephony, wide-band services and many forms of Internet
access and commercial systems. In all of these areas, governmental initiative will be needed since
commercial action alone cannot forge urgently needed new global agreements. The commercial use of
the U.S. military controlled Global Positioning System (GPS) is an issue that needs to be resolved,
especially in Europe where there is concern that military priorities will conflict with critical commercial
applications.

Opportunities for international cooperation can facilitate the global development of new satellite
technologies, systems and standards.

The highly competitive nature of the global satellite communications industry often makes international
cooperation in the development of key technologies difficult. Nevertheless, thete are opportunities for
international cooperation, especially in the forrn of demonstrations of satellite services. An active
international program to make satellite communications a vital part of the giobal information
infrastructure is an area where such cooperation would be beneficial to the industry. Global
demonstrations of broadband state-of-the-art digital applications for health, education, museums,
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entertai trade and busi services, emergency recovery, and Internet based networking are some

of the examples which can be vehicles for the devel and ag of t perability dard

and frequency allocations. In addition, such international demonstrations can be useful tools to
i the of new equip and new satellite services.

11. There is considerable R&D work being done around the world on the understanding and
development of protocols and standards to ensure the seamless interoperability of satellite and
terrestrial communications transport facilities.

The global network of the future will include terrestrial wireline and wireless facilities as well as
satellites. Thus it is important that all these facilities be capable of operating together to provide the
services that the customers expect. To achieve such a single global network, it is imperative that there
be common protocols and standards, to avoid having a communications system composed of fragmented
parts, each with its own protocols and proprietary standards. Since many of the protocols and standards
currently in use were introduced for terrestrial communications, it has become necessary for the satellite
service providers to work in this area to ensure their interoperability with the terrestrial network,
especially for high bit rate applications. TCP/IP, the Internet protocol, and ATM, the current transport
protocol of choice for multimedia transport, are receiving considerable attention by R&D institutions
throughout Europe, Asia, the United States and Canada. This is driven in part by interest in developing
a global information infrastructure (GII) offering high bandwidth services around the world. While
considerable more R&D on this subject is needed, early experimental results of high bandwidth ATM
and TCP/IP over properly conditioned sateliite links have been successful.

BACKGROUND

The observations and conclusions presented in this report are quite different from those of the previous
study. At that time, it was thought that the U.S. satellite communications industry had lost its leading
position in several critical satellite technologies and that its leading market position was at risk, This has not
happened. While there is no doubt that European and Japanese companies have become more active in the
global satellite business, the United States continues to be the dominant source of large communications
satellites and leads in the introduction of new services in a rapidly growing market. In the short five years
between these studies, new markets have infused vitality into this business. The strong U.S. financial
environment is an important factor in the establishment of this business position. ‘While new technology
certainly is important, market factors are driving the business. However, technology continues to be very
important and has to be considered as an important factor in enabling U.S. industry to be so dominant in the
manufacture of communications satellites. New technology, based on R&D programs of past years, is being
inserted into satellites at an unprecedented pace. In addition, technology that has been developed by U.S.
firms for terrestrial communications systems is being applied to satellite systems. The panel is concerned
that the present leadership position of the U.S. satellite industry, which is greatly influenced by three
decades of far- sighted investment in R&D programs by government agencies, is in jeopardy due to
inadequate funding of long-term R&D. This inherently technology-intensive industry is dependent on long-
term R&D for its future vitality.

The past five years have been exciting ones for worldwide communications, including the commercial
communications satellite industry. This excitement has been fueled by the rapid growth in personal mobile
wireless communications, the explosive growth of the Internet, the need for high data rate communications
and the global growth in television viewing. In addition, the improved global economy and the increase in
wealth of previously weak countries have created a demand for an expanded global communications
infrastructure. The industry has experienced numerous legislative and regulatory changes, a host of mergers.
acquisitions, and corporate realignments, and the privatization of govemnment-dominated terrestrial and
satellite service carriers. We have seen marked growth in many indicators of the health of the global satelliic
communications industry in the last five years, including:
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* increases in the number of satellites manufactured

e increased participation in the manufacture of these satellites and associated components and subsystems
by companies located in numerous countries

* increases in the number of satellite launches

*  anincrease in the number of organizations participating in the launch service business

e increased penetration of satellite based services into the consumer market

e the rapid insertion of new technology into satellites by an industry that previously had been very
conservative

Satellite based communications is by far the largest commercial application of space and is growing at an
impressive pace. [t is attracting the attention of the world’s financial institutions, entrepreneurs and nations
around the world that are looking to expand their global markets. The United States needs to continue its
active role in the support of these markets. Table ES.1 provides a breakdown of this business by service
categories.

Table ES.1
Profile of Satellite Systems by Service Category
Service Service Description 1992 1996 Projected 2005
FSS Conventional $10 billion $14 billion $29.5 billion
Broadcast DTH, DBS $0.5 $3 $17
Multimedia, broadband Internet access, multicast. .. - - $13
Mobiie Maritime, aero, global & $0.8 $25 $12.5
regional
Other Store/forward/paging/DARS $0.1 $02 $2.5
Total services $11.4 $19.7 $74.5

SCOPE
Technology Focus

The primary focus of the 1992 study was on R&D for future commercial satellites. This was appropriate at
that time. New services that were dependent on new technology were introduced only when the R&D was
well advanced and the technology was proven to be reliable, preferably with flight experience. Under those
circumstances, it was much easier to predict the evolution of satellite technology and thus the availability of
new services based on this technology. Markets, more than ever before, now drive this business. The
approach to technology has changed considerably since the 1992 report. Under the driving force of market
demands, new technologies are being inserted inte satellites and new technologies are being developed or
adapted for specific markets, often concurrently with manufacturing, at an unprecedented rate. Long-term
work has not been neglected, especially in Japan and Burope, where there is an emphasis on the use of
experimental satellites to test out technology and new service concepts. In addition, there is an increased
emphasis on the improvement of manufacturing processes. While the primary focus of this panel’s site visits
was on the benchmarking of technology compared to what exists in the United States, the scope of this study
was broadened to include both short- and long-term technology research and development, systems research
including software, manufacturing technology, and terminal technology. Also included is material on
markets and launch technology.
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Market Focus

This report has a much greater emphasis on market drivers and market trends than did the 1992 report. The
exciting growth of the satellite based communications industry is being driven by market forces and not by
technology. Technology, on the other hand, is viewed as an enabler. As a whole these market forces are a
direct consequence of the growth of terrestrial communications, with satellites covering those applications
that utilize their strengths, namely providing identical information to many customers at a time, transporting
thin route traffic, and serving both fixed and mobile customers anywhere on the globe. This report covers
those market factors that have led to the increased use of commercial communications satellites. [n addition,
it covers the dynamics of an industry that is characterized by new start-ups, consolidations and mergers,
creative financing, the role of banking institutions, and the formation of international partnerships.

Regulatory and Legisiative Focus

The increased demand for orbital slots and spectrum and the need to acquire spectrum on a worldwide basis
rather than just nationwide, have created an increased focus on the importance of regulatory issues in our
study and such issues are covered in this report. The privatization of many of the markets and related
legislative action have also had an impact on the industry, which is also part of the report.

Global Focus

This report has a global focus. Since an important objective of this study was to benchmark global
technology and markets compared to the United States, we visited numerous institutions all over the world,
albeit selectively. We visited sites in North America, Europe and Asia and interviewed representatives from
South America, Africa, and Israel.

Limitations

As is the case of the 1992 report, the present study focused on commercial communications satellite
technology and markets and did not attempt to review military and defense satellite technology, either
classified or unclassified, in the United States or elsewhere. U.S. military spending on satellites is currently
$8 billion per year, and development work is estimated at several hundred million dollars annually, of which
a small portion is for R&D applicable to future commercial communications satellites. This is more than the
NASA spending devoted to communications satellite R&D, but hardly enough to support a growing
technology-dependent business in the United States. This study did not cover important commercial space
applications such as weather reporting and forecasting, surveillance and image capture. Also, no attempt
was made to cover commercial GPS technology, which is experiencing widespread use for navigation,
mapping, surveying and position determination. All site hosts were provided with the opportunity to
comment on the draft reports to make factual corrections and to eliminate any material that contained
proprietary information.

PERSPECTIVE ON THE INDUSTRY

The fortieth anniversary of the launch of Sputnik was observed while this panel was in the midst of its
activities. Sateilites have come a long way since then. So has the general area of communications
technology, which has been transformed from analog to digital. In the past few years, we have seen
impressive growth in wireless communications for mobile voice, data, and paging. This has not gone
unnoticed by the satellite business community. Satellites are ideally suited to provide mobile
communications. Several new systems have been proposed to provide this service to customers located over
the entire globe. The systems depart from the traditional GEO located satellites by including numerous
satellites in a constellation located at LEO or MEO, often with on-board processing, switching and even
intersatellite links. These systems are linked into the terrestrial communications network, requiring the
establishment of innovative local partnering and financial relationships that make these constellations truly
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global. Table ES.2 lists the characteristics of the constellations of the principal, large, mobile satellite
service providers. Not included in this table are the regional GEO satellites that will provide mobile
services.

Table ES.2
Proposed New Global Satellite PCS Systems
Parameter Tridium Globalstar ICO-Global Eilipso ECCO
No. of active satellites 66+6 spare 48 10 +2 spare 14 + 3 spare 11 + 1 spare
No. of satellites per 11 8 5 2 inclined and 1 1 (initially)
orbit plane equatorial
No. of orbit planes 6 6 2 4and 6 11
Orbit altitude (km) 750 1,414 10,355 NA. 2,000
8,040 equatorial
Orbit inclination 86.5° 52° 45° 116.5° 0°
Number of spot 48 16 163 61 32
beams/satellite
Reported cost ($ billion) | 4.7 25 4.6 091 1.15

The explosive growth of Internet traffic may have a profound impact on the future use of satellites. Satellites
are now transporting this traffic and there is every indication that “you ain’t seen nothing yet.” The satellite
industry has responded to this new market by proposing new systems designed specifically for the end
customers. As in the case of satellite mobile communications systems, most of these systems involve multi-
satellite Jlations. Their 1 ivity with the terrestrially dominated Intemet requires new
approaches to standards and protocols, which are discussed in chapter 4 of this report. These systems
propose to operate at Ku, Ka, V and the mm-wave bands to meet the burgeoning demand for new spectrum
and the high bandwidth required to provide these Internet services. Also under consideration is the use of
optical links for space to earth and earth to space communications. Table ES.3 lists some of the new Ka-
band systems that have been proposed to serve this Internet access market.

Both mobile and high data rate communications satellites have terrestrial competitors. The cellular industry
is expanding rapidly all over the globe. Iridium will initiate service in the fourth quarter of 1998, Globalstar
in 1999 and ICO in 2000." It will be interesting to follow their penetration into the mobile market. In the
case of Internet access, several high data rate technologies are vying for this market, including xDSL, cable
modems, wireless cable (TV), LMDS, MMDS, DEMS, and HALE platforms, in addition to satellites. To be
successful it is important for satellite service providers to move rapidly to take advantage of a window of
opportunity that may last for just a few years. If they do not, the terrestrial services will become so
entrenched that it will be a challenge to acquire customers. In the event that the satellite systems do not
provide broadband service in the next few years, a major question is, can these satellites services make an
effective business by serving those customers that do not have ready access to the terrestrial Internet
communications infrastructure? Hughes, with its DirecPC, is already in the high data rate Internet access
market, with others to follow shortly.

* Based on company announcements, Press accounts differ slightly.
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Table ES.3
U.S. Licensed Ka-band Global Sateilite Communications Systems
Company System Orbit Coverage No.of Satellite Tntersatellite Onboard Capital
Satellites | Capacity | Link Switching { Investment
(Gbps) ($ billion)
Lockheed | Astrolink | GEO Global 9 7.7 1 Gbps FPS 4
Martin
Loral Cyberstar | GEO Limited {3 49 1 Gbps BBS 1.05
Globat
Hughes Galaxy/ GEO Global 20 44 1 Gbps BBS 51
Spaceway
GE GE*Star GEO Limited 9 4.7 None BBS 4.0
Americom Global
Morning Morning GEO Limited | 4 0.5 None None 0.82
Star Star Global
Teledesic | Teledesic | LEO Giobal 840* 13.3* t Gbps* FPS* 9*
* QOriginal design numbers

Several proposals have been made to use High Altitude (~12 miles) Long Endurance (HALE) platforms to
provide communications services. The allocation of spectrum for their use further complicates the already
high d d for freq ies and the p ial interference with terrestrial radio communications.

Multicasting is an Internet based terrestrial service that is growing rapidly. It is a business that is a natural
for satellites. It features the simultaneous transfer of identical information, such as stock guotations,

i ic newspapers and i etc., to many customers at a time; a strong point of satellites.
However, a return Jink is required to enable the customers to obtain additional information or even to place
orders to purchase advertised products. The terrestrial Internet network is not ideally suited to provide
numerous customers with identical information, but new distribution algorithms are being developed to solve
this problem. The DBS industry, with its established distribution and service channels to the customers with
small antennas, is well positioned to enter this market.

As is the case with many services based on new technologies, the establishment of effective distribution
} Is is a major 1 to these satellite service providers, especially for those serving the end-
consumer,

TECHNOLOGY TRENDS

Most of the time during the WTEC panel’s site visits was devoted to di and ds ions of new
technology and visits 1o manufacturing facilities, Not surprisingly, there was a general consensus among the
hosts and WTEC panelists on the technology that was needed for the successful application of satellites to
the new markets. To meet these needs, there is a general willingness to insert new technologies onto
satellites without the need for numerous test flights. This is a marked departure from past approaches to the
insertion of new techniology into commercial satellites.

The manufacture of sateilites has also changed considerably in the past few years. Increasing
competitiveness together with an increased number of viable competitive manufacturers has placed a greater
hasis on cost contal and a focus on the improvement of manufacturing facilities and
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processes. Typically, parts and sub-systems are obtained from low cost, reliable sources and assembled and
tested in modern facilities, much like the model for manufacturing by the automobile industry. The use of
CAD, quality processes, material flow procedures, concurrent engineering, common buses, and new
assembly and testing techniques is being hasized. The successful manufacturers combine proprietary
technology, sound design, manufacture and test practices to achieve low costs and short delivery times.
Delivery times for large GEO satellites have been reduced to 18 months by using common buses and
improved manufacturing processes. Most impressive are the changes that have occurred as a result of the
assembly line-like manufacture of the multi-satellite constellations of Iridium, Globalstar, ICO, and
Teledesic. At both Motorola {Iridium) and Alenia (Globalstar) the WTEC panelists observed eight satellites
being manufactured at a time on assembly lines that were organized for large production capacity (for
satellites), with emphasis on short delivery times and improved reproducibility.

New technology for GEO located satellites is driven by the need to increase on-board power to serve the
consumer market. High power enables the end user to use small, low cost ground terminals. The emphasis
is on the achievement of higher power without increasing weight and cost. High power, more efficient
TWTAs are replacing SSPAs at C-band for many applications. Epitaxial GaAs/Ge solar cells, with
efficiencies of >20%, are replacing Si cells, followed by cascade cells, composed of layers of different III-V
compound materials, with efficiencies that promise to approach 35%. Innovative, large area solar cell arrays
that look like pleated window shades or even blankets are being developed. Deployable heat radiators are
being developed also. Progress in new batteries has been slow, with the high pressure nickel-hydrogen
batteries continuing to be the preferred source of DC power. Work is being done to increase the number of
charge/deep discharge cycles for the Li-ion battery system, but this work is progressing slowly. Shaped
reflector antennas are in common use and have resulted in the elimination of considerable heavy microwave
hardware. Electric ion propulsion engines for station keeping are in use, and considerable work is being
done to improve their efficiency. Large, 12 meter antennas are being put onto regional mobile
communications satellites.

The use of on-board processing and switching, as in the case of Iridium and many of the Internet access
satellites, is the biggest step in the insertion of new technologies onto satellites. These satellites will be mini
switchboards in the sky, supported by millions of lines of real-time software onboard the satellite and on the
ground, a new phenomenon for satellites. The high data rate satellites face the challenge of being part of a
large global system that is dominated by terrestrial technology. At these high data rates, latency sensitive
protocols must be modified, or new ones developed, to obtain seamless interoperability with the terrestrial
network. Intersatellite links are being used as well. The WTEC study team saw considerable work on
optical intersatellite links (ISL), with the goal to increase the useable bandwidth of these links. The team
also saw work on the development of high temperature superconducting devices, especially for the eventual
manufacture of more highly selective filters.

The advent of end-consumer satellite services is a boon and a challenge to the terminal manufacturers. Low
cost is the key factor in the acceptance of many of these services. Lightweight handheld mobile phones and
pagers are essential. Low cost, two way, phased array, small size terminals are needed to serve the high data
rate markets. DARS (Digital Audio Radio Services), a satellite based service, will also benefit from phased
array antennas. While manufacture in great numbers is the critical step in the achievement of low costs,
there is a need for new technologies also. Some candidates are single chip, high frequency integrated
circuits, which appear to be a possibility with the recent advances in the use of Si/Ge alloys on silicon
integrated circuits; phased array antenna components; Ka-band components, especially SSPAs; sharp filters;
and software based multiple protocol terminals.



